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iPhone �����	


  iPhone  iPod  touch   iPad 

�Dâ ãä��åæç¼è�����éêÙ´!�6ëì��íBÐÑ  
iPhoneb iPod  touch (  iPad �UV� 

iPhone OS 3.0  
iPhone OS 3.x éîïðñò�9�%�éîóôõÖö÷�64��ñò�9ø
Â ÐÑ  CalDAV ÜÝ²³�ù�

Â

 

LDAP ef�ÐÑ!  Mailb)úû(  SMS �üý=�þ�

Â °±º»[�8C�¬(�«Ì¥¦����ÂÃ�O���åæç¬�

Â 0 iPhone °±µ4¶·38�	
�!�  USB ������¥¦T��(Â
Ã�¬�°±º»[��

Â ÐÑ�4!³������  (OCSP) É�����

Â �!ÐÑ��q���5���  VPN ���

Â ÐÑ�°±º»[�(  VPN ef��  VPN yæ°±�

Â

 

Microsoft Exchange 4�8ó��&þw�:�� Microsoft Exchange 2007 4��
8óü !"���

Â ÐÑ�5  Exchange ActiveSync #�$���Ó«�

Â Ã%  EAS ��  12.1 ó&��ÐÑ ��  EAS ®¯�

Â j' ��¥¦ÇÈ�éîD«¥¦8ó�Ñð(�)�*���b +Ï4
p,ó$ +-.4�/0¥¦1à2�2345�

Â �)��(ÜÝ-�8C67�X5  IMAPb MobileMe (  Exchange 2007�85
ef�T����98C67�

Â 8óD« ����[�:45};����<=�

Â 8ó�4°±º»[�ÉD«  APN yæ¥±�

Â 8ó�4°±º»[�É�¾  Web Clip�

Â �!ÐÑ  802.1x EAP-SIM�

Â 8ó�4>?��+���  (SCEP) ef�ó²³tÔÓ«(+�¥¦�
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Â

 

iTunes 8ó/¥¦¦�ó�¬@ÔAB�
Â 0 iPhone °±µ4¶·3ÐÑ�C�É¸¹º»[��
Â 0 iPhone °±µ4¶·  2.23ÐÑ  iPadb iPhone (  iPod  touch���  Mac OS X 

v10.6 Snow Leopard��ÐÑ  Windows 7�

ßDh����ó>�%*����ó$84É/  iPhoneb iPod  touch (  iPad �
�6��EF!�G�HIÕ�� 

iPhone   iPod  touch 
��6Î��°F�4�  iPhone (  iPod  touch ¥¦JK��L  iPhone OS 3.1.x� 

iPad 

 

iPad JK��L  iPhone OS 3.2.x� 

iTunes
��  iTunes 9.1 �����M9¥±¥¦�!�¾  iPhoneb iPod  touch (  iPad �N
�����O��  iTunes��&��4  iTunes É�¾q4ÀÁ�B�  Mac �  PC 
�ùPQbRSb¦TU�%&©ª�

��4  iTunes�	���ÒVÙ  USB 2.0 $WBXY  iTunes �ZT[��\]��
�  Mac �  PC��wß  www.apple.com.cn/itunes/download/ �ú� 

iPhone 
0 iPhone °±µ4¶·38�	¸¹b�¬(�¾°±º»[��gU$�¾¿±
º»[�(^��q4ÀÁ��9_`¥¦UVabEÈÒÜ�c�

0 iPhone °±µ4¶·3��óô�d��ø
Â

 
Mac  OS  X v10.5 Leopard

Â

 

Windows XP Service Pack 3��¾%  .NET Framework 3.5 Service Pack 1
Â

 
Windows Vista Service Pack 1��¾%  .NET Framework 3.5 Service Pack 1

Â

 
Windows 7��¾%  .NET Framework 3.5 Service Pack 1

0 iPhone °±µ4¶·3!  64 8���  Windows Tó  32 8eÔfI�

	8ógóô�úôÛ  .Net Framework 3.5 Service Pack 1 �¾ÀÁø 
http://www.microsoft.com/downloads/details.aspx?familyid=ab99342f-5d1a-413d-8319-
81da479ab0d7

www.apple.com.cn/itunes/download/
www.apple.com.cn/itunes/download/
http://www.microsoft.com/downloads/details.aspx?familyid=ab99342f-5d1a-413d-8319-81da479ab0d7
http://www.microsoft.com/downloads/details.aspx?familyid=ab99342f-5d1a-413d-8319-81da479ab0d7
www.apple.com.cn/itunes/download/
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µ4¶·hï	¸¹�i  Outlook ���j°±º»[�kvä �éê!��
�&�	8ógl�)úû�/4��mn(����)ú�°Ì�µ4¶·
���¥¦�hnd�9o��  Outlook�p�  Outlook Express �q���!  
Windows XP ��T�4h��9�	89���¾  2007 Microsoft Office ���
�ø Redistributable Primary Interop Assemblies�bd  Outlook �¾5  
.NET Framework 3.5 Service Pack 1 {r�kh�ùsÙJ�� 

Primary Interop Assemblies �¾ÀÁ8góô�úôÛø 
http://www.microsoft.com/downloads/details.aspx?FamilyID=59daebaa-bed4-4282-
a28c-b864d8bfa513

 

Microsoft Exchange ActiveSync

 

iPhoneb iPod  touch (  iPad ÐÑóô���  Microsoft Exchangeø
Â

 
Exchange ActiveSync �  Exchange Server (EAS) 2003 Service Pack 2 �

Â

 
Exchange ActiveSync �  Exchange Server (EAS) 2007 �

ä%ÐÑ  Exchange 2007 �®¯(�9� Service Pack 1  J���

  Exchange ActiveSync 
ÐÑóô  Exchange ®¯ø
Â !¥¦TòÈ�4¬

Â \t¬(u

Â \ð¬vwxyØ©

Â ��©\(\z

Â �¤{�)aó�|}c

�ÐÑóô  Exchange 2007 ®¯ø
Â hï�~.>?¬

Â ¬L�

Â ¬Ý�gU

Â ®¯Z�)��)

Â ¬�"�\��\�©�

Â ��������ù

Â hï�4p,

Â ��¥¦�¬

Ù´��®¯�º»��wß  Exchange ActiveSync [�� 

iPhone 3GSb iPod toucha 2009 ���}�����AB��ä  32 GB ���c(  
iPad ÐÑ��¥¦�¬  (RequireDeviceEncryption) �  Exchange ®¯� iPhoneb 
iPhone 3G (%&  iPod touch ���ÐÑ¥¦�¬�/²@��L��¥¦�¬�  
Exchange Server�

http://www.microsoft.com/downloads/details.aspx?FamilyID=59daebaa-bed4-4282-a28c-b864d8bfa513
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bd!  Exchange 2003 T�40��©\(\z3®¯�!  Exchange 2007 T�4
0��j'\z©\¬3®¯�k4�JK=���éê��"�\��¥¦
¬�

��¤{�)®¯D«��a MaxInactivityTimeDeviceLock �  AEFrequencyValuec
45¥«4�!0¥±3 >0�43 >0���«3ó$0¥±3 >0�43 >
0¬�«3 >0��¬3�8ó���\���

	8ó�À�Ã  iPhoneb iPod  touch �  iPad T�����I�Ã�v:ÂÃ¥¦
���Ù©ª(°±UV�:��) ¡¥¦���B/¥¦¢"ä£¤��¥
¥±�

�  iPhone �  iPhone 3G �����	
�����������  8
GB ���������  1 �����	 �!"��#$%&'�()��*+
$�,-./�0��&'1$%��	23�456���  iPhone 3GS �  iPad
�����	
��7	���89  256 :  AES ;<��;<<=>?@AB�

�4  Exchange Server 2007�	8ó�  Exchange Management Consoleb Outlook 
Web Access �  Exchange ActiveSync Mobile Administration Web Tool ËG�À�Ã�

�4  Exchange Server 2003�	8ó�  Exchange ActiveSync Mobile Administration 
Web Tool ËG�À�Ã�

4�O8ó�g0�43¥±�0�£3¦?��§0 ¡����(¥±3
É�Ã%¨Ù�¥¦�¥¦�8óC°±ä!©Ø=�]^�¬ª�����
Ã�9�

bd	¢"�«xj�Ã%©ª�¥¦���  iTunes �4¥¦\��¦�HI
¢"� 

Microsoft Direct Push
bd¬�®���  Wi-Fi ©ª��84� Exchange ef�:/����b�¯
U(ÜÝ-���<;L  iPhone (  iPad Wi-Fi + 3G� iPod  touch (  iPad Wi-Fi �·
¦¬�®�����°Ù!�OP£¤B��L  Wi-Fi ����M9±L};
�²� 

Microsoft Exchange Autodiscovery
ÐÑ  Exchange Server 2007 �  Autodiscover ef�³	��°±¥¦�� 
Autodiscover :�4	�����)ú(¬É��S«´S�  Exchange ef�
UV�Ù´�4  Autodiscover ef�UV��wß  
http://technet.microsoft.com/en-us/library/cc539114.aspx �ú�

http://technet.microsoft.com/en-us/library/cc539114.aspx
http://technet.microsoft.com/en-us/library/cc539114.aspx
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Microsoft Exchange Global Address List

 

iPhoneb iPod  touch (  iPad :g	Jk�  Exchange ef�Jk�U§!=�U
V�!0�¯U3�67��	8ó§¨µ�U�B¶!=�����)ú��
:��§¨µ�Uó·�����)ú�

  Exchange ActiveSync 
Ã%P
º»�õ�(�9ó&� iPhone OS �ÐÑø
Â ¸¹ÜÝ����4  Microsoft Exchange 2007�	�8ó L	Ë�����!
"���

Â äÜÝ-�¥«0¸¹3b0´º3b0»«3�0¼Ê½J¾3���

Â !ef�T67��UV���  Microsoft Exchange 2007�
Â

 
Exchange ActiveSync #�$�5���Ó«�

  Exchange ActiveSync 
� �Ù�  Exchange �9¿ÀÐÑ�ábéîø
Â [�:åæ

Â ÁÊ�����DÂ�B!  Sharepoint ef�T�[��Ã�
Â Äf�ù

Â ¥«0&�3��!"UV

Â ÌUVÁTÅ�ótÆÇH 

VPN

 

iPhone OS 8ó�ÐÑóô��(Ó«tÔ�  VPN ef�°F�4ø
Â

 
L2TP/IPSeca�  MS-CHAPV2 ¬b RSA SecurID (  CryptoCard HI4�Ó«�
ó$�ÈÉ¬ÊHI,�Ó«c�

Â

 
PPTPa�  MS-CHAPV2 ¬b RSA SecurID (  CryptoCard HI4�Ó«c�

Â

 
Cisco IPSeca�¬b RSA SecurID �  CryptoCard HI4�Ó«�ó$�È
É¬Ê(��HI,�Ó«c�Ù´q��  Cisco VPN ef�(°±¹���w
ß0 U  A3� 

Cisco IPSeca�5���Ó«cËX°±�D«�ÌÐÑ0��  VPN Ì3�Ù´
ÍÎUV��wßr  32Ð0  VPN ¥±3�

 
iPhone OS ÐÑóô�  Wi-Fi Alliance «Ñ�  802.11i ²³=����Wø
Â

 
WEP

Â

 

WPA �þÎ
Â

 
WPA �6Î

Â

 
WPA2 �þÎ
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Â

 

WPA2 �6Î

�&� iPhone OS �ÐÑóôÒ45  WPA �6Î(  WPA2 �6Î���  802.1X Ó«
tÔø
Â

 
EAP-TLS

Â

 

EAP -TTLS
Â

 

EAP-FAST
Â

 

EAP-SIM

Â

 

PEAP v0b PEAP v1
Â

 
LEAP

 
iPhoneb iPod  touch (  iPad 8ó°F  RSA ¬ÊÉ�4  X.509 ���8óÓÖ�[�
ÔÕnéî  .cerb .crt (  .der���ÃÖ×�  Safarib Mailb VPN (%&q4ÀÁ
�I�

�4°éê�����  P12a PKCS #12 �Wc[��8óÓÖ�[�ÔÕnéî  
.p12 (  .pfx��¾����:jà4�=�9ØX�HI�Ù�WÚ�

¹ÛLUÄ�Ä�����Ã�J����8ó���¾�O8ó�4°±º»
[��¾�	�J��Ä����OP
�  Apple ��L¥¦�%��ü ¿¾
���Ä���[z��wß�ú 
http://support.apple.com/kb/HT3580?viewlocale=zh_CN T�  Apple ÐÑ[Ü�

�  SCEP���8ó²³tÔC��)�¾�Ù´�ðUV��wßr  21Ð 
0PÓ«�+�(°±À_Ý3�

 
iPhoneb iPod  touch (  iPad ÐÑHIef�KÒaéî  Windowsb UNIXb Linux (  
Mac OS XcT�F¶6�W�  IMAP4 (  POP3 �����Ã%°F
�};�4
�  Exchange ���	�8ó�4  IMAP §¨  Exchange ���������

³4�67����&O8ó��!��ef�TÞß67���9Ò45  
Microsoft Exchange Server 2007 ó$�ð©�5  IMAP ����

4��������UVaéî  Exchange 4�  ID (¬c��)AB5¥
¦��

http://support.apple.com/kb/HT3580
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LDAP  
iPhoneb iPod  touch (  iPad :g	Jk�  LDAPv3 ef�Jk�U§!=�UV�
!0�¯U3�67��	8ó§¨µ�UàB¶!=�����)ú��:�
�§¨µ�Uó·�����)ú� 

CalDAV  
iPhoneb iPod  touch (  iPad :�	Jk�  CalDAV ef��ùÜÝ©ª�¥¦�e
f�{):«���ó<áÜÝ��â�

	�8óÞßËã�°D�ÜÝ�ábäÜÜÝ�å�VÙ�-ÜÀ�æ�
ÜÝ� 

CalDAV ���ÐÑg¥¦T¸¹BË;��ÜÝ���

Ã%�Dâ{&�óô��ç(�ZOj'%Ù4�UVø

Â

 
iPhone !�6��q4�Ð��úä  www.apple.com.cn/iphone/enterprise/

Â

 
iPad !,6,è��q4�Ð��úä  www.apple.com.cn/ipad/business/

Â 0 Exchange Product Overview3a Exchange lm_Ýc��úä  
http://technet.microsoft.com/en-us/library/bb124558.aspx

Â 0 Deploying Exchange ActiveSync3a�í  Exchange ActiveSyncc��úä  
http://technet.microsoft.com/en-us/library/aa995962.aspx

Â 0 Exchange 2003 Technical Documentation Library3a Exchange 2003 éê[Ü¡ë
ìc��úä  http://technet.microsoft.com/en-us/library/bb123872 (EXCHG.65).aspx

Â 0 Managing Exchange ActiveSync Security3aåæ  Exchange ActiveSync ���c�
�úä  http://technet.microsoft.com/en-us/library/bb232020(EXCHG.80).aspx

Â �6Î  Wi-Fi �Ð��úä  www.wi-fi.org/enterprise.php
Â 0 iPhone VPN Connectivity to Cisco Adaptive Security Appliances (ASA)3a iPhone 

VPN X  Cisco ASA ����c��úä  www.cisco.com/en/US/docs/security/
vpn_client/cisco_vpn_client/iPhone/2.0/connectivity/guide/iphone.html

Â ) iPhone *
�+,�8g  www.apple.com.cn/support/iphone/ �úôÛà�!  
iPhone Tü ����!  Safari �íîï iPhone �4��ð�Í�§¨  
http://help.apple.com/iphone/ �ú�

Â

 
iPhone DñòÀ��úä  www.apple.com.cn/iphone/guidedtour/

Â ) iPod  touch *
�+,�8g  www.apple.com.cn/support/ipodtouch �úôÛà
�!  iPod  touch Tü ����!  Safari �íîï iPod  touch �4��ð�§¨  
http://help.apple.com/ipodtouch/ �ú�

Â

 
iPod  touch DñòÀ��úä  www.apple.com.cn/ipodtouch/guidedtour/

www.apple.com.cn/iphone/enterprise/
www.apple.com.cn/ipad/business/
http://technet.microsoft.com/en-us/library/bb124558.aspx
http://technet.microsoft.com/en-us/library/aa995962.aspx
http://technet.microsoft.com/en-us/library/bb232020(EXCHG.80).aspx
http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/iPhone/2.0/connectivity/guide/iphone.html
http://www.apple.com/support/iphone
www.apple.com.cn/iphone/guidedtour/
www.apple.com.cn/support/ipodtouch
www.apple.com.cn/support/ipodtouch
www.apple.com.cn/ipodtouch/guidedtour/
www.apple.com.cn/support/iphone/
www.apple.com.cn/support/iphone/
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Â ) iPad *
�+,�8g  www.apple.com.cn/support/ipad �úôÛà�!  iPad T
ü ����!  Safari �íîï iPad �4��ð�§¨  
http://help.apple.com/ipad/ �ú

Â

 
iPad DñòÀ��úä  www.apple.com/ipad/guided-tours/

http://www.apple.com/support/ipodtouch
http://www.apple.com/ipodtouch/guided-tour
www.apple.com/ipad/guided-tours/
www.apple.com.cn/support/ipad
www.apple.com.cn/support/ipad
www.apple.com/ipad/guided-tours/
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1 ��  iPhone   iPod  touch

  iPhone, iPod  touch   
iPad  

iPhoneb iPod  touch (  iPad PC¥}ó8íô)�  Microsoft Exchange 2003b 
Microsoft Exchange 2007b�5  802.1X ���²³��ó$  Cisco IPSec õöã4�
�÷�6��pEF�b�Äø�6*ùtú�9�ûü}ýBæ*����í
���8ó�íô)ä	(	�4�HI�íj¶Úþ���

}ý  iPhoneb iPod  touch (  iPad ��í���x�óô¨�ø

Â 	Jk�  iPhone (  iPada Wi-Fi + 3G ��c/bø£¤²³¬�®ef�

Â 	�4���§¨���6��efbq4ÀÁ(©ª�

Â 	��!¥¦T¥«��®¯É�Ù	
�Jk©ª�

Â 	����°±?�¥¦�� �4>���ÀÉ°±��¥¦�

�6ëì�õ��b IT ®¯b²³f�,ó$}�(�U��¿:��	bø
�E�í�¯�
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��  iPhone ¿JK�²³f�,£¤{ªM945�Á(���®bË;tU
���L¬©ª����=�	�f�,ó%*��4�(�6#��®P�
©ª¡�ó$£¤���

	�	�4���!  iPhone ��¾  SIM ���¾%  SIM �{ª� iPhone JK��
L�¾%  iTunes ���M9�ó£¤À�bd  SIM �P
 ¤{�� iPhone Û
�8ó�4à+k� iTunes :÷ñ	�ó£¤�ef���À� 

iPad JK��L�¾%  iTunes ���M9£¤�bd!"#�4  iPad Wi-Fi + 3G�
��4  iPad É+�(åæa�§�c AT&T ©ª}ý�r�0¥±3 >0¬©
ª3 >01à��3� iPad P*����	8ó�4	� �f�,��=�	�
f�,ó¥±���B!�q��"�  SIM ��!"#� iPad Wi-Fi + 3G : V�  
AT&T q��"�  SIM ��

#$  iPod  touch (  iPad Wi-Fi �°¦¬�®ef�  SIM ��p�OOJK��L
�¾%  iTunes ���M9£¤�

�ä��  iTunes M9�ó£¤À��ó	JKù« !��4��  Mac �  PC 
T�¾  iTunes�� °!�%���T�¾  iTunes ó�ó��¥¦�£¤�

£¤{ª�¥¦��6��°F�4���  iTunes�p&��4�É����ù
PQbRS(  Web 'Ý��Í�ôÛ(�¾¥¦�N���ó$�¾�6Îq4
ÀÁO����

Ù´£¤¥¦(�4  iTunes ��ðUV��wßr  4Ü� 
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iPhone OS 3.x N�°F�Ù�  Microsoft Exchange Server 2003 �  Microsoft Exchange 
Server 2007 *ùtú��4%��};����b};�¯U(};ÜÝ�Oµ
�%0�()úüý3b0�À�Ã3(¥¦¬®¯µ)÷�9���hï4
��óôtÔ��)��LJk¡¢ø�4  802.1 X ²³Ó«�  WPA �6Î
(  WPA2 �6Î²³��HI��à�4  PPTPb LT2P over IPSec �  Cisco IPSec ��
�  VPN HI���

bd	�Jk��4  Microsoft Exchange�	�4�&8ó�4  iPhone �  
iPod  touch�ó²³tÔ��ð©�5�W  POP �  IMAP �ef�(ef�ù�
�����O8ó�4  iTunes g  Mac  OS  X iCal (0)úû3�ùÜÝ-�(�¯
Uà�*!  Windows PC T�  Microsoft Outlook �ùh����ä%ó²³tÔ§
¨ÜÝ(�U��ÐÑ  CalDAV (  LDAP�

³	S«��4�§¨����ef���wßóô����UV� 

Microsoft Exchange

 

iPhone �  Microsoft Exchange ActiveSync (EAS) 
��  Microsoft Exchange Server 
�U� Exchange ActiveSync !  Exchange Server (  iPhone �  iPad Wi-Fi + 3G {)+
Ñ�����h9�³�����UV�:���L,��¥¦:Û��L�
�� iPod  touch (  iPad Wi-Fi �·¦¬�®�����°Ù!�OP£¤B��
L  Wi-Fi ����M9±L};�²�

bd	�Jk³rÐÑ  Exchange Server 2003 �  Exchange Server 2007 T�  
Exchange ActiveSync�k	P
·¦J��ef�X5  Exchange Server 2007��
S«P�¾%  Client Access Role�X5  Exchange Server 2003��S«	P�4%  
Outlook Mobile Access (OMA)�

bd	Ù  Exchange Server�p	�Jk--Ê¤�4  Exchange ActiveSync��.
üóô����UV�

Â �S«/01T�$W  443  ÁÊ��bd	�Jk�4  Outlook Web Access�
k$W  443 s89P
ÁÊ�

Â 2�ef��� +P
�¾!r$  Exchange ef�T�B¶!0Ó«tÔ3
3��°ÁÊ%��Ó«�ó��  SSL ��L  IIS �  Microsoft Server ActiveSync 
�U�

Â bd	�4�   Microsoft Internet Security and Acceleration (ISA) Server��2�
ef��� +P�¾�B��JÈ  DNS ó´S*4g&H�����

Â �S«	����  DNS /?��b&�85��)ú6!Ì  Exchange 
ActiveSync ef��óÆ'  Intranet #�$(7=�#�$�4���h9û 
�ä³nI8����¿¤{��¥¦8ó�4p��  IP )ú�ef�HI
�U�
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Â bd	�4�   Microsoft ISA Server��¸¹  Web 9��a web listenerc(  
Exchange Web #�$§¨Ëã:k�Ù´ÍÎUV��wß  Microsoft �[��

Â X5�Ù/01(���þ¥¦��/¹±:®;�¥«ä  30 �|�Ù´.<
U�  (heartbeat) (;��))�  (timeout interval) �UV��wß�ú  
http://technet.microsoft.com/en-us/library/cc182270.aspx T�  Microsoft Exchange 
[Ü� 

Exchange 
Â �4  Active Directory efäõ«4��ÕÖ�4  Exchange ActiveSync�!  

Exchange Server 2003 (  Exchange Server 2007 ��=|>?ô�h�¥±P
ä
Õ@Î��ÙA�¥¦��4�X5  Exchange Server 2007��wß0 Exchange 
åæEÈÒ3��0±�þ°±3�

Â �40 Exchange ��åæ�3É°±A��9b®¯(¥¦���¥±�X5  
Exchange Server 2007�h !0 Exchange åæEÈÒ3�HI��

Â ôÛB�¾  Microsoft Exchange ActiveSync Mobile Administration Web Tool�h�
¶·��4ÉËG�À�Ã�X5  Exchange Server 2007��À�ÃO8ó�4  
Outlook Web Access �  Exchange Management Console ÉËG� 

WPA/WPA2   Wi-Fi 
ÐÑ  WPA �6Î(  WPA2 �6ÎS�8ó!  iPhoneb iPod  touch (  iPad T��)
§¨Jk²³��� WPA/WPA2 �6Î�4  AES 128 8�¬�h �I
µB�
���5C��¬t@��j'%�ÎÖ����S�Jk©ªÀL�Ù�

�5ÐÑ  802.1X Ó«� iPhone OS ¥¦8óEFLHI  RADIUS ef�ëì�ÐÑ  
802.1X ²³Ó«tÔ�éî  EAP-TLSb EAP-TTLSb EAP-FASTb PEAPv0b PEAPv1 (  
LEAP� 

WPA/WPA2 
Â 2����þ¥¦�q��B��  iPhoneb iPod  touch (  iPad ÐÑ�Ó«8�
a EAP 8�c��S«Ó«ef�TP�4%  802.1X�bd�����¾ef�
��BÌ4�(ÕÖ�°��§¨�Ç�

Â ä  802.1X Ó«°±²³§¨DB=�pq�  RADIUS ef�UV�
Â 4�Ò  Mac �  PC É<w	�  802.1X �íóS«  RADIUS Ó«�°± ´S��
Â bd	}ý�4�5���Ó«��S«�pq�¬Ê�Ë�À�P
/J
Ê¬Ê�E¥)°±óÐÑ�5¥¦(�54�����

Â 2�	���@Ô�¥¦$	�Ó«ef��q���Ù´���UV��w
ßr  11Ð0��(��3� 

 
iPhoneb iPod  touch (  iPad ÐÑ�4  Cisco IPSecb L2TP over IPSec (  PPTP õöã4
����É��)§¨ã4���bd	�Õ@ÐÑh����%��I�k�
��F&���°±�rstq4ÀÁÆ8ó°F  VPN �E¥)�4	�¥¦�

http://technet.microsoft.com/en-us/library/cc182270.aspx
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Cisco IPSec �í8ó��F¶6�W�  X.509 ��É�4�5���Ó«��
&��5���Ó«hï	�40��  VPN Ì3��8ój'X	�6Î���
²Gb���²³§¨�

X5�5ÚH�IJ��Ó«� iPhone OS ÐÑ  RSA SecurID (  CryptoCard�4�
!¹Û  VPN ����
�!&O�¥¦T=�  PIN (�ÚHlK��Ø�¬�
Ù´q��  Cisco VPN ef�(°±¹���wß0 U  A3� 

iPhoneb iPod  touch (  iPad �ÐÑ45  Cisco IPSec (  L2TP/IPSec �í�ÈÉ¬Ê
Ó«ó$45��4�no(¬Ó«�  MS-CHAPv2�

0 VPN yæ3��°±a PAC (  WPADcOÀÐÑ��hï	D«45§¨õ«  
URL �yæef�¥±� 

VPN 
Â

 
iPhone OS 8ó��ð©�Ù�  VPN ��pEF���°�\]Çu�°±�8
�¥¦§¨	����W¦�í�\L7M .ü  iPhone  +ÐÑ	Jk�Ù
�  VPN ��(Ó«tÔ�

Â S��  VPN ̀ ��j'��Wpq��\ü.ü�ô�  RADIUS �Ó«ef�
�Ó«5M�óS«µ������4%  iPhone OS ÐÑ��W�

Â �NO*ùtú�j',óS|	�N�(¥¦·¦\����·P(Q��

Â bd	��°±õ«  URL �yæ¥±��/  PAC [�R±!�4��  VPN ¥±
�8§¨�  Web ef�T�BS�ä%j'  MIME 8��  application/x-ns-
proxy-autoconfig��&���°±	�  DNS �  DHCP ój'ef�a8�8
StÔ§¨cT�  WPAD [��8±� 

IMAP 
bd�4��   Microsoft Exchange�	&8ó��4ÐÑ  IMAP B¶C°±ä
��4�Ó«(  SSL �Äø����ef��µ���¶�F�W�����*
ùtú�áb�	8ó�4�éê§¨  Lotus Notes/Domino �  Novell GroupWise 
�������ef�8ó85  DMZ ����O8ó85Jk/01ª��*
nI>?��B!�

��4  SSL� iPhone OS ÐÑ  128 8�¬(T���UË,èÍË�  X.509 ���
��ÐÑòRÓ«tÔ�éî�F¶6�W�  MD5 Challenge-Response (  
NTLMv2� 

IMAP 
Â �!� ������Ù��!ef�T�¾UÄ���UË,è  (CA) j'�
©\����¾  CA j'��� ��J�ùV��� ä%S�yæef� 
	�Jk�E¥)�ÀUÄ�µW�Ù´!  iPhone T�¾���UV��wß
r  35Ð0X�¥±3� 

Â ��  iPhone OS ¥¦gef�§!������ÁÊ/01��$W  993 BS«
yæef�P¥«ä0 IMAP over SSL3�
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Â ��¥¦Ë;�����$W  587b 465 �  25 JK ÁÊ�� .�4$W  
587�h \L��� 

LDAP  
iPhone OS 8�	§¨�5�W�  LDAP �Uef��Bj'�()ú�U�%&
�  Microsoft Exchange ��0�Y�¯û38S�UV�

!¥¦T°±ü  LDAP ��ª�µ¥¦:!ef��Ä×Ø673�   
namingContexts

 
 óÓÖ=|�67�W�67Z[=|C¥«ä�\� 

CalDAV  
iPhone OS ��  CalDAV ÐÑ8óä��4  Microsoft Exchange �Õ@j'�(ÜÝ
(ÜÀ�æ� iPhone OS 8ó°FÐÑ  CalDAV �W�ÜÝef�¶v�

bd	��/Jk-�abäÜ�õ-��æcÜÝó°D]ÔËã� iPhone 
OS ¥¦8ÞßÜÝB!  Microsoft Exchange ÜÝ(  CalDAV ÜÝ�1àµUV� 
iPhone OS 8ó^æ�W  iCalendar (.ics) @Ô�ÜÝ[��

/Þß�ÜÝ�ËÌ4����>?t@ ��4  SMS �����/�EÙÚ�  
URL Ë;Ì4��³4�íîÃ���µ¥¦:ÞßD«�ÜÝ�

��í�6Î  iPhone OS q4ÀÁ�	8ó�40 iPhone °±µ4¶·3�  
iTunes /h�q4ÀÁ�¾!¥¦T��_/q4ÀÁ�íL4��¥¦�bd
��4�¿!&O�  Mac �  PC T�¾%  iTunes���å�q4ÀÁ/:����
�`�

³	ä  iPhone OS ¥¦j'©\�����x�ÍË�O�ó��O�4  OCSP�
h/hï¥¦!�4��rO¨  OCSP ef��� +PC���

�_	ù«%4�/§¨����ef(©ª�	qµS«��µ���¥¦¬
®¯�

X5%��b���q4ÀÁ���¬�Ó«ÚH�Jk�¹�!¥¦T¥«
��=�¬�bd	/�5���Ó«45  802.1X ���  Cisco IPSec VPN��
*	��6Îq4ÀÁBA%	�aUX��	qµ��4�¥«¥¦¬(b
t�;��)�óÆ�²c¥¦¬�þ�9�4dx�Ce�¥¦�
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8ó4óônIt@{�!  iPhoneb iPod  touch (  iPad T¥«®¯�bd¥¦C
°±ä§¨  Microsoft Exchange ��� Exchange ActiveSync ®¯:ó²³tÔ};
L¥¦�h8�	µ)(��®¯�j���IÄø4��v�Ù´  EAS ®¯�
UV��wßr  8Ð0�ÐÑ�   Exchange ActiveSync ®¯3�

bd�4��   Microsoft Exchange�	8ó�¸¹°±º»[��!¥¦T¥
«pS�®¯�bd	���â®¯�	JK/P���º»[�fg�Ë;Ì
4���*�40 iPhone °±µ4¶·3É�¾µº»[��Ù´¥¦¬®¯
�UV��wßr  30Ð0¬¥±3�

bd	�4

 

  Microsoft Exchange�k�8ó�4°±®¯É·h  EAS ®¯�áb�
h8�	§¨  Microsoft Exchange 2003 �	j'�®¯��*8�	ãiä  
iPhone OS ¥¦«Ñ®¯�

	��ù«/bø°±��  iPhoneb iPod  touch �  iPad�°±t@!jIÀuT
À	!���)}ý�í(åæ�¥¦©�����bd©�b��X	�	�
4�jk�	89:Ë���°±��¥¦�>?�héî�4¥¦É=���
�����¥±b Wi-Fi ¥±(  VPN °±UV�Ù´��°±�ÍÎUV��wß
r  3Ü�

bd	�í��¥¦��*	Ù�������¥±b��¥±(�����

 

¾�k�l�¸¹B�Ë°±º»[�É°±¥¦�°±º»[�94Æ)/
¥±(^�UVÛ�L¥¦T�Ù�  VPN (  Wi-Fi ¥±°9�4°±º»[�É
¥«�j¶bd	�4��   Microsoft Exchange�k/���4°±º»[�É
¥«¥¦¬®¯�

°±º»[�8C�¬(Ín�h:hï	/�OÇÈ45õ«¥¦B-.Äø
þ�âº»[��êÙ�¥±�	�8ó/º»[��gä�«L¥¦�h9�
_�¾ª�º»[�/�9CÂÃ�Ãm�Ã¥¦��Ù©ª��*ûä8�t
ú�	8ó¥±åæ¬�

²n	 ��°±¥¦�� �4°±º»[��	¿��ù« o�°±¥
¦�� /�ÄfpqÌ	�4���§��I§ù54��8±bJk´54
�åæ&O�%�  IT ¥¦�®¯ó$	Á��í�¥¦°±�"���°±º»
[�mrÒ45���6b�Àç¶�²@�%¥±¥¦�4��

bd	���4��%£¤&O�¥¦��*bd&O���¾����6Îq
4ÀÁ�kJK!��4��  Mac �  PC T�¾  iTunes� iPhone OS N���O�
�  iTunes���bd	ù«�/  iTunes �ËÌ4���sgh�D�Ù´�í  
iTunes �UV��wßr  4 Ü�
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/+ Ó«¥¦(4��À�óÆ	8ó������ËÀ�©\���4
�Àtuð��O84ÉÓ«X´1�6Îefab  Microsoft Exchange 
ActiveSyncb WPA2 �6Î²³��(Jk  VPN ��c�§¨��5���Ó«�
:hï�40��  VPN Ì3ó²G§¨Jk���

Ã%�4²³+��9ÉUË	�Jk�JÊ¬Ê�E¥)  (PKI) ���&�	�
8ó�í¥¦°±º»[��h�uS�%°ÙCUÄ�4�M9§¨Jke
f�OS�%&O�¥¦ Äª	Jk�  IT ®¯É°±���5°±º»[�v
 �¬%��w C�«���ó¥±�9CÂÃb�â��%&þÈÉ�	v
8ó!ó²³tÔHI^æ�À�abô�»c�4h��9�O8ó!�4
0 iPhone °±µ4¶·3É°±¥¦a¥¦P��L	�åæç��Tc��4
h��9��%*bø�40 iPhone °±µ4¶·3��wßr  2 Ü�

µ�²³+�(°±��ÊËBEFÓ«b�U(��ef�h�À8ó�4
�W�  Web efÉ�í��í�óª��:hï	�4����B
Ó«�
tÔÉ¥±&O�¥¦�

�µ��À�	��¸¹	�%�����01���µef:�À  HTTP �
�bÓ«4���b¸¹  mobileconfig º»[�ó$åæ�����º»�E�
À�

	���  CAa��UË,ècÉ�4>?��+���  (SCEP) UË¥¦X��
Ù´  PKIb SCEP (p´T��Ã���wßr  26Ð0%&¡¢3�

ô�xz1à

 

  iPhone �ÐÑ�+�(°±À�
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23  1 – 45/+6³4��4  Safari §¨	¸¹�º»[��Ëef�  URL ��
+�Æ:Ê¤�	8ó�  SMS ������Ë�  URL�+���abxz��
ùV  1 �àcqµÓ«4�����Ó«8ó(��Ó«�9>?��*	8ó
/%y«L	��Ù�Uef��

!ùV  2 ��	�ef!�q�Ë;%��°±º»[�  (.mobileconfig)���q
D«%¥¦!ôØ!"�JKj'�3��[zó$!�À�8<;4���
�¿ÈÉ¬ÊaWÚc�óÆ	8óä��4��«°±À�ef8ó���
¥¦3�Ù  iPhone OS ��b¥¦  IDa MAC )úcblm8�a iPhone 3GS 6!  
iPhone2,1cb�®  ID (IMEI) ó$  SIM UV  (ICCID)�

Ù´�z{�°±º»[�àá��wßr  77Ð0z{   1 ef��qàá3�

1
2
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23  2 – ��786!4����¾gz{  1 ��±L�º»[�ª�¥¦:ü
ý����3����WÚ�qabdPj'c��4¥¦��¹��a�  
Apple UË���cÌ�qÍn�$ª�4  HTTP Post /µ�qË;!º»[��
Ëef�

Ù´�z{�°±º»[�àá��wßr  78Ð0z{   2 ¥¦�qàá3�
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23  3 – 9:;<6!ùV  1 ��º»[��Ëef!q¥¦4ÉKó¬Ê  (RSA 
1024) �:@ó$�4  SCEPa>?��+���c6!|��8±�

!ùV  2 �� SCEP ��JK��4  SCEP é��WÚÉÓ«��ó!��eÔ
�^æ�

!ùV  3 �� CA !qÒ45¥¦��¬���

Ù´�z{�°±º»[�àá��wßr  78Ð0z{   3 SCEP :@�ef��
qàá3�

1

2

3
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23  4 – ����6!ùV  1 ��¥¦!"%3�[zaP�4!T��z{�
�  CA j'��¬��HIÍnc�

!ùV  2 ��º»[�ef!qP�¬�  .mobileconfig [��µ[�:���
¾�º»[�efqµÌ  .mobileconfig [�Ín�áb���  SSL ��845�
���

Ã%�4¥±&��°±º»[�qµ�«Ñ	��òÈµ)��6Î®¯�¶
�qµ �«�º»[����4��9g¥¦/%ÂÃ�°±º»[�8óé
ê ���4  SCEP ���+����µ��:!�¾º»[��À��I�

8S)�³�4  SCEP �¾�����*P
²Ú��¥¦:��4���º
»[��bd4�^�%���¥¦:J"T»Àó!�������(º»
[��

Ù´�z{�°±º»[�àá��wßr  80Ð0z{   4 ¥¦�qàá3�

1

2
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Â Ò45  IPSec VPN �©\��  PKI��úä  
https://cisco.hosted.jivesoftware.com/docs/DOC-3592

Â JÊ¬Ê�E¥)��úä  http://en.wikipedia.org/wiki/Public_key_infrastructure
Â

 
IETF SCEP ��:@��úä  
http://www.ietf.org/internet-drafts/draft-nourse-scep-18.txt

Ù´!�6��4  iPhoneb iPod  touch (  iPad �%&UV(¡¢��wß  
www.apple.com.cn/iphone/enterprise/ �ú(  www.apple.com.cn/ipad/business/ 
�ú�

https://cisco.hosted.jivesoftware.com/docs/DOC-3592
http://en.wikipedia.org/wiki/Public_key_infrastructure
http://www.ietf.org/internet-drafts/draft-nourse-scep-18.txt
http://www.apple.com/iphone/enterprise/
http://www.apple.com/iphone/enterprise/
www.apple.com.cn/iphone/enterprise/
www.apple.com.cn/ipad/business/
www.apple.com.cn/ipad/business/
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2 �����������

  iPhone  iPad   iPod  touch 

°±º»[�   XML [��éêóô��ø¥¦���®¯(ÇÈb VPN °±U
Vb Wi-Fi ¥±b������(ÜÝ��ó$8hï  iPhoneb iPod touch (  iPad 
°F	��6���4�Ó«X��

	8ó�40 iPhone °±µ4¶·3/°±º»[��¾L�  USB $W���
���¥¦T��*	O8ó�������4�Ð�Ë°±º»[��³4
�!&O�¥¦TÁÊ���� ���4  Safari ôÛº»[���:jà&O
Ê¤�I�¾À�

bd�|}¸¹B�Ë°±º»[��	8ó��°±¥¦�Ù´UV��wß
r  3 Ü�
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 iPhone 
0 iPhone °±µ4¶·39�	íô)¸¹b�¬(�¾°±º»[�bgU$�
¾¿±º»[�(^��q4ÀÁ��9_`éîEÈÒÜ�!��¥¦UV�
³fI0 iPhone °±µ4¶·3�¾���¾ÀÁ��µµ4¶·:C�¾!
0 /q4ÀÁ /µ4¶· /3�  (Mac  OS  X)��*�¾!0 Programs\iPhone °±µ4
¶· \3�  (Windows)�

³ÁÊ0 iPhone °±µ4¶·3��:���ôx8S�~W�

!�����d���~W�T������:�{�â�

��:1à0¡ëì3�µ¡ëìéêóô8Öø

Â ��:1à�
��L���  iPhone (  iPod touch ¥¦[z�
Â 	
��:[�845�¾!���p��¥¦T�q4ÀÁ�!¥¦TfI
j�q4ÀÁ89:��¿±º»[��

Â =�����:[�å�hï�4¥¦ÉHI  iPhone OS ÊË�º»[�a� 
Apple Developer Connection ÊË*=�^�c�Ù´UV��wßr  5Ü�¿±
º»[��hï¥¦fI	�4

 
  iTunes Store �Ë��6Îq4ÀÁ�

Â ������:[�	{rP¸¹�°±º»[��Bhï	¼½�=��U
V��*	O8ó¸¹����°±óË;Ì4���¾!���¥¦T�

���:1à>?@A���B��1à³r��!��  USB $WT�  iPhone OS 
¥¦�UV�P��¥¦�p´UV:����L0¥¦3[z��h9	�8
ó�Øü �j�JJ���¥¦���¥¦ª�	�8ó�¬º»[�óÆu
!µ¥¦T�4�
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��¥¦ª�	8ó�40 iPhone °±µ4¶·3!¥¦T�¾°±º»[�(
q4ÀÁ�Ù´ÍÎUV��wßr  37Ð0�40  iPhone °±µ4¶·3�¾
°±º»[�3br  61Ð0�40  iPhone °±µ4¶·3�¾q4ÀÁ3(
r  60Ð0�40  iPhone °±µ4¶·3�¾¿±º»[�3�

³¥¦P����	8óü EÈÒÜ�(Äø84���Ü��!  Mac OS X T
�  Xcode ÊËëì��Ùp��¥¦Ü�8'ü �

�[��4Lê���  (configuration)  ����  (profile) (CDEF  (payload)�°
±º»[� ���E[��45°±  iPhoneb iPod  touch �  iPad �j�a�d
�ðdc¥±�ÙÚ`Û °±º»[���j8¥±ab  VPN ¥±c�?�
F`�

Qå	8ó¸¹��°±º»[�óéêÕ@,è����ÙÙÚ`Û�p� 
qµx�?�ä��¸¹��º»[��ä%&¥±¸¹F��a�ð�cº»
[��óÆ8ó�Ö��(�ËH8UV�h9�hï4�!�¾êÙ  VPN ��
�¥±��º»[����P
�¾%����

ïðÙÚ`Û¿hï	D«4�no(¬�bd�¯�UV�kº»[�8C
ð�4��4�p!�¾º»[��/��4�=����UV�bdäH�4
����º»[��éî¬�	qµó�¬@Ô�Ëº»[�ó�Ù%��
��Ù´�ðUV��wßr  37Ð0�¾°±º»[�3�

�¸¹��°±º»[���!0

 

 iPhone °±µ4¶·3�¶·��Dî0�
¹3î���4ÙÚ`Û[z8ó/ÙÚ`Û��Lº»[���$ª�	8ó
!¼½���=�(���dÉ¼½ÙÚ`Û�J���8�Ù�����
X5j�¥±ab  W-Fi ¥±c�	8óDî��î�  (+) É��°±��ÂÃ�
d°±��Dî¼½���ÂÃî�  (–)�

�¼½ÙÚ`Û��!ÙÚ`Û[z���FÒ�d��$ªDî0°±3î
��B�èbô�»�UV�

	�8ó!  Mac T�4  AppleScript �!  Windows T�4  C# C�É���°±[
��¸¹��ü ÐÑ�t@(p´��@���Ióô�vø
Â

 
Mac OS X6�40C�¼½ÀÁ3ÁÊ0 iPhone °±µ4¶·3�  AppleScript 
\��

Â

 
Windows6�4  Visual Studio ü   iPCUScripting.dll j'�t@�4�

��IC��!  Mac T���4  AppleScript Tell �Ú�!  Windows T��/C�
novä�ÚIw©<fÌ0 iPhone °±µ4¶·3�

Ù´àá��wß U  C0àáC�3�
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!hi	8óä�º»[�j'no(�Ó��BD«!�¾ª +hï4�Â
Ãº»[��

	D«�no:��!º»[�[z��¶�¾°±º»[�ª��:1à!¥
¦T�no�J ����p	qµ�4º»�no�óÓÖµº»[��

º»[��Ó�JK���Ó�º»[��¶@ÔJKäø 
com.

 
companyname.identifier�%�> identifierB45��µº»[��aáb  

com.mycompany.homeoffice�c

�Ó�mrJ���ä�¾º»[���µ�:�PB!5¥¦T�º»[�H
I�b�bd�Ó� ����kº»[���UV�:C��L¥¦��bd
�Ó��P�¾�º»[��°�kº»[���UV�:��¥¦T�PÙ¥
±� Exchange ¥±Ã&���â  Exchange ���JK .��ÂÃº»[��h
9M9�Ã���p´�©ª�

�-.4�ÂÃP�¾!¥¦T�º»[���g0���3��Ô¦?��§
���d�0�4^�3�d9�	D«��^�¬óhïÂÃ¥¦T�º»
[��bd	��0��3�d�kº»[�8ó�4���HI���p�9
CÂÃ�

bd	�Ù�4  Exchange ¬®¯�k��4�ÙÚ`Û¥«¥¦®¯�	8ó
D«�4¥¦� +��¬��8óD«¬�õ�$��Sþ�Û�°±º
»[���:Û���4�=��F����®¯�¬�+kº»[�/�:C
�¾�
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bd���4¥¦®¯(  Exchange ¬®¯�knÕ®¯:FB�¶:µ)\�
@�¥±�Ù´�ÐÑ�  Exchange ActiveSync ®¯�UV��wßr  8Ð
0

 
 Microsoft Exchange ActiveSync3�

óô®¯84ø

Â GH��IJ6��4�=�¬M9�4¥¦�+k�ÄøÑÙµ¥¦�þ¿
8ó§¨��Ù��9(©ª�

Â KLMNO6hï4�!¬��4�ß��J"�\��áb���dhï/
¬¥«ä0 33333�0 DEFG3�

Â HPQRSQO6��¬éê����\z\��

Â TU�IJVW6D«¬�éê\��\�©��

Â XYZ[�\]Q^�T_S�6¬JKéê�m\z(©\\�ab  $b &
(  !c�©��

Â TV�IJCD`aNb6cd6��4�!D«��))�ª�â&O�
¬�

Â e�f8aNb60gd6!¹±�{�)ª�¥¦/���«�=�¬/�
*��

Â IJhij�6bd�¬�ór�4�¬�°�k�/�:C�À�	8
óD«g�ð�Õór�4�¬É�I�d�b�

Â ��f8�kl`6D«¥¦!�4ª�ð��)��²��Øjà=�¬�
8*��

Â TmnKL�opqrsS6S«vw=�¬xy©Ø{ª¥¦:C�Ã�b
d	��â�¥±�k!vw=�¬xy�Ø{ª�¥¦:ò����) 
¡�$ªM8ó�Ø=�¬� ¡�):�¢vwxyØ©�ñðjñ��v
wxy£�Øª�¥¦���Ù©ª(¥±¿:C��) ¡�¬�) ¡¤
 !r�ØvwªÊ¤��óbd/��¥«ä  6 ������:òÈ�) 
¡�B¶;vwØ©{ª¥¦�:C ¡�

�4�ÙÚ`Û8D«hï4��4��¥¦�9�
Â KLtuvw6´¥�d��g  iTunes Store ¦§��¨PQ�RS���:C
©ª�³�  iTunes Store �«�¨������j',ab¬Jkc:/�
O�gä�¨���

Â KL*
  Safari6´¥��d�� Safari Web 'Ý�q4ÀÁ/CÏ4�B¶��
x�O/gT23�®¡�h�9O-.%4�ÁÊ  Web Clip�

Â KL*
  YouTube6´¥��d�� YouTube q4ÀÁ/CÏ4�B¶��x�
O/gT23�®¡�

Â KL*
  iTunes Music Store6´¥��d�� iTunes Music Store /CÏ4�B¶
��x�O/gT23�®¡�4�/�9w�b¦§�ôÛ���

Â KL;<	
��6´¥��d�� App Store /CÏ4�B¶��x�O/g
T23�®¡�4�/²@�¾���&O�q4ÀÁ�
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Â KL*
xy6´¥��d��p,:C��Ï4B¶%x�O:gT23®
¡�4�/²@/5�

Â KLz{|}6´¥��d��4�/²@BA1à2�2345� 

Wi-Fi 
�4�ÙÚ`Û8¥«¥¦bø��L²³���	8ó�!¼½��Dî
��î�  (+) É��ð���°±�

JKD«h�¥±¶¥±JK������°�óÆ4�ËG���

Â ��~��^6=����L�²³���ef`�Ó�  (SSID)�
Â ����6D«�� +!¯°%���

Â ;���6�����Ó«tÔ�óô��845�þÎ(�6Î���

Â �6���Ù�4Ó«�

Â

 
WEP6��u�4  WEP Ó«�

Â

 
WPA/WPA 26��u�4  WPA Ó«�

Â ��6¥¦!�����_4  WEP �  WPA Ó«�p�:��L	Ó«�
���

Â IJ6=���²³�����¬�bd�¸�/��4�=�¬�

!h���	8óD«45���6Î���¥±�³	!0��8�3��Ô
¦?��§���6Î¥±��h�¥±�:���

!0��3�Í��	8óD«�4øI  EAP tÔHIÓ«B°±  EAP-FAST �
Ù�§¨X�a EAP-FAST Protected Access Credentialc¥±�

!0Ó«3�Í��	8óD«aU¥±ab4�no(Ó«��c�bdP�
40X�3���¾%���k	8ó�40����3��Ô¦?É�§��

!0UÄ3�Í��	8óD«����qµCRäUÄ��óÆä  Wi-Fi ��2
�Ó«ef��08U���3[z:1àP�40X�3�Í��%����B
hï	������qµCRä8U���/�UÄ�Ó«ef��no��L
08U�ef��� �no3[z�	8óD «õ«�ef�ab 
server.mycompany.comc���no ab   *.mycompany.comc�

0hïUÄá&3�d8hï4�!UÄÃ²@¹Û�ù«UÄj�ef���
±²h�jàB°hï��L8U�ef��´¥��dB/�ÙJ����³
�Lº»[��� 

VPN 
�4�ÙÚ`Û8=�  VPN ¥±ó��L����Dî��î�  (+) 	8ó��
ðÕ  VPN ���

Ù´�ÐÑ�  VPN ��(Ó«tÔ�UV��wßr  10Ð0  VPN3�84��d
Äª	�����(Ó«tÔjÙ����
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  VPN 
X5�5���  IPSec °±�	8óÁÊ0��  VPN Ì3óÆ!§¨j�Ì���
¹Û  VPN ���

0��  VPN Ì3�dÙø

��vq45�Ù�°�)ú�)ú�4>?�\�´�°HI�b�gµ¶Ê
¤<Â�b�)ú0 .example.org3�0 support.example.org3(
0 sales.example.org3p�°�p� 0 www.private-example.org3��°���
bd	/�°ÌD«ä0 example.com3a+�Ê��Ù·Dc�k�:�
0 www.private-example.com3(�Ù%&)úp�°�

�+�� LDAP ���:ËG  VPN ��àbd  VPN ¸	�%&q4ÀÁab  
Safaric¹Û�k  LDAP üý/xy� 

VPN  
iPhone ÐÑ��  VPN yæ�ó$�4  PAC �  WPAD ���yæ°±��D«  VPN
yæ��g0yæ¥±3��Ô¦?������d�

X5�5  PAC ���yæ°±��g��Ô¦?���0��3�$ª=�  PAC 
[��  URL�Ù´  PACS �9([�@Ô�UV��wßr  51Ð0%&¡¢3�

X5

 

  Web Proxy Autodiscovery (WPAD) °±��g��Ô¦?���0��3��
¸0yæef�  URL3�� iPhone /�4  DHCP (  DNS ��  WPAD [��Ù´  
WPAD �UV��wßr  51Ð0%&¡¢3� 

�4�ÙÚ`ÛÉä4�°±  POP �����  IMAP �����bd	��� 
Exchange ����wßô�  Exchange ¥±�

¤ ä�D«�Ìp�°�Äø)úËG  VPN ���

�� �:ä�D«�Ìp�°�)úËG  VPN ���pbd  VPN P

^5¤{���k�8óC�4�

���¹Û u!  DNS üýxy{ª�M:ä�D«�Ìp�°�)úËG  
VPN ���
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4�8ó¹â	!º»[��j'�j���¥±�b��nob¬(¦�  
SMTP ef��bd!º»[���¯%Äø�8UV�4�!§¨���:C�
�=�µUV�

�Dî��î�  (+) 	8ó��ð������ 

Exchange 
�4�ÙÚ`Û8=�4��¥±ó§¨  Exchange ef��	8ó�D«4�
nobT,no(����)úÉäõ«4�¸¹º»[�à�*	O8ó°j
'T,no�h9�®!�¾º»[�À�:jà4���%º���

bd!º»[��D«%4�nobT,no(  SSL ¥±�k4��9!¥¦T
�âh�¥±�

��¥¦°9°±��  Exchange �����  Exchange ����%&�����
�aéî  Exchange via IMAP ��c�À���³º»[�CÂÃ���4º»[
����  Exchange ��O:CÂÃ�Ã�tÔ&���9CÂÃ�

=|>?ô� Exchange :�ù�¯UbÜÝ(�����4�8ó!¥¦T�
0¥±3 >0��3��âh�¥±aéî��ùð�»r�©ªc�

bd��%0�4  SSL3�d��fJ�40X�3���X��HIÓ«�
J�����

�j'��9�  Exchange ActiveSync ef�ÓÖ4��������Dî��î
�  (+) $ªg  Mac  OS  X Ê¼´�  Windows ��ì��������������
ª�bdX5	�  ActiveSync °±ÙJ��8óD«Ó«X�no�	�8ó!
°±º»[��³����WÚ�bd�Ùj'WÚ�k!�¾º»[���4
�:C��=�WÚ� 

LDAP 
�4�ÙÚ`Û8=�¥±ó��  LDAPv3 �U�	8óä���UD«ð�67
�W�B¶�Dî��î�  (+) 	8ó°±ð��U���

bd��%0�4  SSL3�d��fJ�40X�3���X��HIÓ«�
J����� 

CalDAV 
�4�ÙÚ`Û8j'��¥±ó��Lq�  CalDAV �ÜÝef���¾º»[
�ª�h���/C��L¥¦��j¶(  Exchange ���9�4�����=
�º»[��C�¯�UVab��¬c�

bd��%0�4  SSL3�d��fJ�40X�3���X��HIÓ«�
J�����

�Dî��î�  (+) 	8ó°±ð����
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�4�ÙÚ`Û8Â¥¦�0ÜÝ3q4ÀÁ��°D8��ÜÝÞß��D
î��î�  (+) 	8ó°±ð�Þß�

	8óÞß�JÈÜÝ[z8!  www.apple.com.cn/downloads/macosx/calendars/ 
�ú!§�

bd��%0�4  SSL3�d��fJ�40X�3���X��HIÓ«�
J����� 

Web Clip 
�4�ÙÚ`Û8ä4�¥¦�T23��  Web Clip� Web Clip j'%X|½��
Ð�4Æ§¨�

�S«=��  URL éêr¾  http:// �  https://¿h  « Web Clip ´r¶v�J�
��áb��ÂT23��) iPhone *
�+,�!³����D«  Web Clip 
URLø http://help.apple.com/iphone/

����«x�������@Ôä  gifb jpeg �  png���ä  59 x 60 ÀÁ�
x][��µxÀ:��ÂR(ÃÄ�ÒF���bÙJ���:Å�ä  png 
@Ô�

�4�ÙÚ`Û8Â¥¦����(���Ù´�ÐÑ�@Ô�UV��wß
r  11Ð0��(��3�

�¾X����:�¾�)���� ¹ÛL¥¦TCUÄ������Ã�J

 

����ü ¿¾�Ä���[z��wß�ú  
http://support.apple.com/kb/HT2185?viewlocale=zh_CN T�  Apple ÐÑ[Ü�

bd	�������ó°F  Microsoft Exchange �4���4  Exchange ÙÚ`
Û�y��wßr  34Ð0  Exchange ¥±3�

�  Mac  OS  X ����96 
1 Dî��î�  (+)� 

2 !���[�X®Æ����  PKCS1 �  PKSC12 [��$ªDî0ÁÊ3�

bd	���¾������85Ê¼´����40Ê¼´§¨3/%ñ�ä 
.p12 @Ô�0Ê¼´§¨3850 /q4ÀÁ /µ4¶·3�Uô�Ù´ÇÈUV�
�wß0Ê¼´§¨ÇÈ3a0Ê¼´§¨3ÁÊª850ÇÈ3¦?�c�

�Â°±º»[���ð�X����ØDî��î�  (+)�

�  Windows ����96 
1 Dî��î�  (+)� 

2 g  Windows ��ì���	���¾�X��

www.apple.com/downloads/macosx/calendars/
http://support.apple.com/kb/HT2185
www.apple.com.cn/downloads/macosx/calendars/
www.apple.com.cn/downloads/macosx/calendars/
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bdX��!	��þ��ì��kJK����B¶ã4¬ÊJKC�gä8ñ
�ah ��ñ�Âñ��%���ùVc��+����Ä����óåæç�
�§¨���B¶��JKC��L�þ��ì��

bd	�4%ð�°±º»[���S«���J"�	�9�¾�����ð
�É��

Ã%�4°±º»[��¾��&�	�8ó�4��4  Safari g�Ð
�/�
�ôÛL¥¦T��*�	O8ó�����/��Ë;Ì4��Ù´�ðU
V��wßr  50Ð0�¾��(Ä��3�	�8ó�4   SCEP ¥± abô�
»cÉD«�¾º»[��¥¦bøó²³tÔ!§��� 

SCEP  
SCEP ÙÚ`Û8�	D«¥±óhï¥¦�40>?��+���3 (SCEP) g�
�UË,è  (CA) !§���

Ù´  iPhone bøó²³tÔ!§����ðUV��wßr  21Ð0²³+�( 
°±3�

0�Î3ÙÚ`Û8�	�â¥¦�§¨Dno  (APN) (¬��yæ¥±�h�
¥±8«Ñ¥¦bø��Lf�,����°Ù!f�,��ã6þç��SD
ñôM8ó�âh�¥±�bdh�¥±�´S�k¥¦²@�4¬�®��§
¨©ª�����5Ê�jXh�¥±�û��â��g¥¦TÂÃº»[�� 
Apple ¹�	!��?��°±º»[��«Ñ  APN ¥±��Û5%&�6¥±�
�äD«  APN UV�º»[�JK�	�¬�®ef,Ín� 

iPhone OS ÐÑ(,  20 �\��  APN 4�no�((,  32 �\��¬�

 
URL h   SCEP ef��)ú�

no h8ó Äø\�´�°�9���UË,èæ*�áb��
8ó45*�µá�

TW zàä  OID ©Õ(��  X.500 no�º»�áb� 
/C=US/O=Apple Inc./CN=foo/1.2.5.3=bar�/CÅ�äø 
[ [ [“C”, “US”] ], [ [“O”, “Apple Inc.”] ], ..., [ [ “1.2.5.3”, “bar”] ] ]

WÚ ��¿.ÈÉ�¬Ê� SCEP ef�84�ÉÓÖ���4��

¬Ê��(47 ����¬Ê���B�4��ôt�+g@�À¬Ê�
�4�

�Y bd	���UË,è�4  HTTP���4��j'  CA ���
��Y�¥¦/�4µ��!+�À�S|  CA �!q�Ë
µ��	8ó=�  SHA1 �  MD5 �Y��*������óñ
�%Ín�
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!0 iPhone °±µ4¶·3��g0°±º»[�3[z�����º»[��
$ª�4ÙÚ`Û[z(¼½�HI�â�	�8ó��§0[�3 >0��
L¡ëì3$ª����  .mobileconfig [�Éñ�º»[��bd¥±��8
Ì���§01à3 >01àÎä3�

0�43ÙÚ`Û��0�Ó�3�C¥¦4ÉS«º»[� ���� X�
Ùº»[�����bd�4���º»[���4�P�¾�º»[����
��â�Ó��

0 iPhone °±µ4¶·38ó!�����¥¦T�¾q4ÀÁ(�°¿±º»[
��Ù´ÍÎUV��wßr  58Ðr  5Ü0�íq4ÀÁ3� 

¸¹º»[�ª�	8ó��¥¦B�40 iPhone °±µ4¶·3�¾µº»
[��

F&�	�8ó�Ë;�����!�ZTËã�tÔ/º»[��ËÌ4
��³4��4%¥¦ÁÊ����UV�g  Web TôÛº»[���:jà&
OÊ¤�¾À�

 iPhone 
bd¥¦P��ä  iPhone OS 3.0 ������¶��!��T�k	8ó
�!
¥¦T�¾°±º»[��	�8ó�40 iPhone °±µ4¶·3ÂÃór�¾
�º»[��

H;<������6 
1 �4  USB �Í/¥¦������

Î÷Ï{ª�¥¦:��!0 iPhone °±µ4¶·3�0¥¦3[z�� 

2 ��¥¦�$ªDî0°±º»[�3�Í� 

3 g[z���°±º»[��$ªDî0�¾3� 

4 !¥¦T�íî0�¾3ó�¾º»[��

³	�4  USB 
�!¥¦T�¾��°±º»[�:��Ín(�¬�$ªM:
<=Ì¥¦�

	8ó�4�����Ë°±º»[��4��!¥¦T�±�����$ªí
î �É�¾º»[��
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H������1�������6 
1 !0 iPhone °±µ4¶·3�¶·��Dî0ÈÉ3î��

!���X®Æ�������dø 

a �6h:¸¹��Ð[�  .mobileconfig [���8óC�¾!Äø¥¦T�[�
��j���ÑÒÓÔ�ó/!.ü[��Cþ��Õ � 

b ���������6 .mobileconfig [�!Ínª�bdËK�â�k/²@�
¥¦HI�¾�j�\{ÑÒÓÔ�ó/..ü[��Cþ��Õ ��¾ó
ª�º»[�/°9C¨Ùp��Ó�b���0 iPhone °±µ4¶·3É�
Ín�º»[���� 

c ��������I����6º»[�!Ínª�9�â�B¶!�¬�Ù
��ª�9.üµº»[��j°9/µº»[��¾!õ«¥¦T�bdº»
[�éê¬�k¹�����d�h/ä	g0¥¦3[z������¥
¦¸¹?��  .mobileconfig [��bd¥¦�Ù��![z��k���ór�
ÙC��L�����	!��¬¬Ê�w�*�¸	CÖÎL  iPhone OS 3.0 �
����� 

2 Dî0ÈÉ3��i��  Mail (Mac  OS  X) �  Outlook (Windows) ��:ÁÊ�º»
[�vä	×Â� �C��!����[�JK 	×Â��óÆ¥¦ÓÖB�
¾º»[��

  Web 
	8ó��Z�Ë°±º»[��4�8ó!¥¦T�4  Safari /º»[�ôÛ
ªHI�¾��tÆ)/  URL �ËÌ4����4  SMS HIË;�

H��������6 
1 !0 iPhone °±µ4¶·3�¶·��Dî0ñ�3î��

!���X®Æ�������dø 

a �6h:¸¹��Ð[�  .mobileconfig [���8óC�¾!Äø¥¦T�[�
��j���ÑÒÓÔ�ó/!.ü[��Cþ��Õ ���	qµS«³
	/[�R±!�ZT���uC^�4�§¨� 

b ���������6 .mobileconfig [�!Ínª�bdËK�â�k/²@�
¥¦HI�¾��¾óª�º»[�/°9C¨Ùp��Ó�b���0 iPhone
°±µ4¶·3É�Ín�º»[����º»[���j�UVÑÒÓÔ�ó
/!.ü[��Cþ��Õ �	qµS«³	/[�R±!�ZT���uC
^�4�§¨� 

c ��������I����6º»[�!Ínª�9�â�B¶!�¬�Ù
��ª�9.üµº»[��j°9/µº»[��¾!õ«¥¦T�h/ä	
g0¥¦3[z������¥¦¸¹?��  .mobileconfig [�� 

2 Dî0ñ�3�$ª��45BA  .mobileconfig [��8±�

[�P
W¦üCËã!�ZT��Ø×Â  .mobileconfig [���â%ÔÕn�
+k¥¦/�9ÓÖ��¾º»[��
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!�4�6õ«UVÉ¥±¥¦{r�/  URL j'Ì4� a4�8ó�µ  URL
/º»[�ôÛL&O�¥¦Tc��/º»[�Ë;L4���������
a4�8ó�4¥¦§¨µ������c�

³4�g  Web TôÛº»[���*�4  Mail ÁÊ ���¥¦:/  
.mobileconfig ÔÕnÓÖäº»[�B!4�íî0�¾3ªÊ¤�¾�

�¾À��:��4�=�ÄøJ��UV�áb	!º»[��D«�¬
�ó$	D«�¥±���%&UV�

¥¦�:gef�§!  Exchange ActiveSync ®¯�B/!�ª��Ø���¿Z
�®¯�ó/®¯ËK�â�bd¥¦�  Exchange ActiveSync ®¯òÈ�4¬
¥±�k4�JK=�ÙÚ®¯�¬ó�ó�¾�

�&��:��4�=�ÄøJ��¬�ó�4º»[��éê����

bd�¾�Ùó��óa89 �ä  Exchange ef�²@���*4�§�%
�¾Àc�k4�=��ÄøUV¿�:���

4��l�â¥±�óS«/ð�»�����ùL¥¦��ó$Ã±�Û&
�����[�:��C�ù�=|�äs»(�Ù[�:�4�8ó!0¥
±3 >0��b�¯UbÜÝ3 >0 Exchange ����B��âh�¥±�

°±º»[����:C};Ì4���/��ª�º»[��ËÌ4��ó�&
O�¾�°�º»[��Ó��°�B¶bdPÍnaC0 iPhone °±µ4¶·3
���É��Ínc���º»[��:��¥¦T�º»[��
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�°±º»[�µ)�¥±�9!¥¦T�â���â¥±�	JK�¾���
º»[��bdº»[�PÍn�k�°9�0 iPhone °±µ4¶·3���É
��Ín�º»[�HI����Üº»[����Ó�JK�°�h9��ª
�º»[�M9CÓÖä��[��Ù´�Ó���ðUV��wßr  30Ð
0�4¥±3�

 

7	CDEFGH�7	IJ�����KL�MN�  Exchange O
P���QR#EFGHS.�  VPN �DTUV�WXYZ�[\]H��

bdº»[��0�4¥±3ÙÚ`ÛD«��9C4�ÂÃ�k0ÂÃ3î�
/�:1��bd¥±hï�4^�¬�IÂÃ�v�k4�íî0ÂÃ3ª
/C��=�¬�Ù´º»[���¥±��ðUV��wßr  30Ð0�4
¥±3�
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3 ������

  iPhone  iPod  touch   iPad

bd	�j'��°±º»[��4�8ó��°±&O�¥¦�Ù�¥±ab
¬®¯c°9��4°±º»[�É¥«� 

VPN 
��â  VPN ¥±��r�0¥±3 >0�43 >0��3 >0 VPN3�

°±  VPN ¥±��¥¦:Äª�g  VPN ef�±L��q��	=�UV�á
b�bdef���  RSA SecurID ÚH�¥¦:��	=����

	�9°±�5���  VPN ���ÃmFÒ���P�¾!¥¦T�Ù´�ðU
V��wßr  50Ð0�¾��(Ä��3�

0��

 

  VPN Ì3�9!¥¦T°±�	���4°±º»[�É¥±���wß
r  33Ð0��   VPN Ì3 

VPN 
X5�Ù°±�	¿8óD«  VPN yæ��ä�Ù��°±���yæ��íî
0��3Bj')úb$Wó$Ó«UVabd��c��Ì¥¦j'��yæ
°±[���íî0��3BD«  PACS [��  URL��D«�4  WPAD HI��
yæ°±��íî0��3�¥¦/üO  DHCP (  DNS ó!�  WPAD ¥±�Ù´  
PACS [�àá(¡¢��wß�ÜÝ¶���0%&¡¢3�
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Cisco IPSec 
³	��°±¥¦45  Cisco IPSec VPN ��:���ôx8S�23ø

��4ô�xzÉ2�	=��¥±(UVø

º» ��ÓÖhÕ¥±�º»����

ef� ��L�  VPN ef��  DNS no�  IP )ú�

�� 4��  VPN aU���4�no���!��8�=�ÕÖ
no�

¬ 4��  VPN aU���WÚ�X5  RSA SecurID (  CryptoCard 
Ó«��*bd	��4�!�Øvw�����=�&O�
¬�����Ñ¸Þ�

�4�� °Ù³	P
�¾%  .p12 �  .pfx ��aêÙä�À§¨¿±�
�����ã4¬Êc����dM84�³0�4��3
ÁÊ��0ÕÖno3(0ÈÉ¬Ê3�8:C��ó0�
�3�8�8�	gP�¾�q�  VPN ���[z�ß��

ÕÖno 4��3ÕÖ�no��P!  VPN ef�T«Ñ�

¬Ê ÕÖ�ÈÉ¬Ê�hX4�C�°�ÕÖ���óç¿ p�
���t�4��¬�JKD«óËG���
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PPTP 
³	��°±¥¦45  PPTP VPN ��:���ôx8S�23ø

��4ô�xzÉ2�	=��¥±(UVø

º» ��ÓÖhÕ¥±�º»����

ef� ��L�  VPN ef��  DNS no�  IP )ú�

�� 4��  VPN aU���4�no� 

RSA SecurID bd	�4�   RSA SecurID ÚH��ÁÊ��d�óÆ©ª
0¬3�8�

¬ 4��  VPN aU���WÚ�

�¬ÎÖ =|ä0��3�:��84�\��¬ÎÖ�g0 128 83
Ê¤��¢ 0 40 83�$ª 0²3�\�°9 0 128 
83�0²3:´¥�¬�

Ë;���� =|ä0ÁÊ3��  VPN Ã�Ë;�Ù���U�´¥µ¥
±ó�4àc�¼�gj°�ef�Ë;�á,  VPN ���
ef���U�%&�Uk
�Ë;L7=��
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L2TP 
³	��°±¥¦45  L2TP VPN ��:���ôx8S�23ø

��4ô�xzÉ2�	=��¥±(UVø

º» ��ÓÖhÕ¥±�º»����

ef� ��L�  VPN ef��  DNS no�  IP )ú�

�� 4��  VPN aU���4�no�

¬ 4��  VPN aU���¬�

¬Ê L2TP ���ÈÉ¬Êa¿ÈÉ¬Êc�hX�Ù  LT2P 4�É
�¿ p���

Ë;���� =|ä0ÁÊ3��  VPN Ã�Ë;�Ù���U�´¥µ¥
±ó�4àc�¼�gj°�ef�Ë;�á,  VPN ���
ef���U�%&�Uk
�Ë;L7=��
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Wi-Fi 
��â  Wi-Fi ¥±��r�0¥±3 >0�43 >0��3 >0 Wi-Fi3�bd	
^!�������âãZ[���g84���[z�����+k��íî
0%&3�

�S«	����E¥)�4  iPhone (  iPod  touch ÐÑ�Ó«(�¬�Ù´éê
:@�UV��wßr  10Ð0����3�Ù´�¾��45Ó«�UV��w
ßr

 
 50Ð0�¾��(Ä��3� 
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Exchange 
��¥¦°9°±��  Exchange ������  Exchange ����r�0¥
±3 >0��b�¯UbÜÝ3�$ªíî 0����3�!0����323
T�íî0 Microsoft Exchange3�

³	��°±¥¦45  Exchange ����4ô�xzÉ2�	=��¥±(
UVø 

iPhoneb iPod  touch (  iPad ÐÑ  Microsoft �  Autodiscover ef�µef�4	�
4�no(¬ÉS«r$  Exchange ef��)ú�bd�9S«ef��)
ú�/:��	=�µ)ú�

bd	�  Exchange ef�9����$W�   443��!0ef�3��4@Ô
0 exchange.example.com:portnumber3ÉD«$W��

���� 4���E����)ú�

Ì 4��  Exchange ���Ì�

4�no 4��  Exchange ���4�no�

¬ 4��  Exchange ���¬�

º» ��ÓÖ����º»����
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ó�°±  Exchange ��{ª�ef��¬®¯:Cµ)�bd4��³r¬
��F  Exchange ActiveSync ®¯�:«�k:jà4��â�¥«¬�¥¦/
�:�  Exchange ef��U�
L4�¥«�F:«�¬ä.�

ô�ù�¥¦:Û��  Exchange ef��ù�bd	�§hØ��ù�kóª8
ó!0¥±3 >0��b�¯UbÜÝ3�ÁÊÜÝ(�¯U�ù�=|>?
ô� Exchange ActiveSync :!�©ªL,ef��/�O};L	�¥¦�bd
	�|}î}ý�)!§�©ª�° ��j§�©ª���40¥±3 >0�
�b�¯UbÜÝ3 >0!§�©ª3ó�â¥±�

��â/ð�»���UV�ùL¥¦��r�0¥±3 >0��b�¯UbÜ
Ý3�$ª��  Exchange ���Ã%±�Û&�	�8ó��!};����<
=�éî��[�:�

��âÜÝ©ª�¥±��r�0¥±3 >0��b�¯UbÜÝ3 >0�ù3�
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LDAP  
iPhoneb iPod touch (  iPad 8ó!  LDAP �Uef�Tüý=�UV����  
LDAP ef���r�0¥±3 >0��b�¯UbÜÝ3 >0����3 >0%
&3�$ªíî0��  LDAP ��3�

=�  LDAP ef�)úó$4�no(¬abd��c�$ªíî0ô�ù3�
bdef�8ó§¨BÌ¥¦j'%=|�67¥±�k/�4µ¥±�

ÐÑóô067Z[3¥±ø

�W u67�WXä�

�Î 67�WXäô�ÎXä�p�67�WXä���

�\ 67�WXä$%ôÎ�ÙXä�E�\�
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	8óä��ef�«ÑðÕ67¥±� 

CalDAV  
iPhoneb iPod touch (  iPad �j'ÕÖÜÝ(ÜÀ�æ�  CalDAV ÜÝef�°F
�4����  CalDAV ef���r�0¥±3 >0��b�¯UbÜÝ3 >0�
���3 >0%&3�$ªíî0��  CalDAV ��3�

=�  CalDAV ef�)úó$4�no(¬abd��c�$ªíî0ô�ù3�
�ef�¹Û��ª�:����å&�\{�8hï	¥«�ð�d�

	8ó��°DÜÝ�bd�}ýz�äÜ����ÜÝ��r�0¥±3 >
0��b�¯UbÜÝ3 >0����3 >0%&3�$ªíî0��PÞß�
ÜÝ3�
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=�  iCalendar (.ics) [��  URL ó$4�no(¬abd��c�$ªíî
0BA3�	�8óD«/ÜÝ��L¥¦T�� +ÂÃP!ÜÝ�¥«ü�
jæ�

Ã%����ÜÝÞßó&�	O8óÂ4�Ë;  webcal://URLa�DÂ  .ics [�
�  http:// Ã�c�³4�íîµÃ�ª�¥¦:T�/���äPÞß�ÜÝ�

bd	��4º»[�É�Ë���k��4¥¦g�ZôÛ�O�ÁÊ��
��UV�� ��4�8ó���¾�O�¥¦9ØÓÖêÙóô  MIME 8�
([�ÔÕn���ø

Â

 
application/x-pkcs12b .p12b .pfx

Â

 
application/x-x509-ca-certb .cerb .crtb .der

Ù´�ÐÑ�@Ô$%&����ðUV��wßr  11Ð0��(��3� 

�����CôÛL¥¦{ª�0�¾º»[�323:���º»:D�8�ø
�����UË,è���¾����íî0�¾3�bd� �����/�
�	=����¬�

�ü �®¡P�¾�����r�0¥±3 >0�43 >0º»[�3�bd
	®¡��� §¨j�������J���k¥¦/�9��Lå�ef�
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	°9°±��  Exchange ���p	8ó��ð�  POP (  IMAP ���áb�h
���84É§¨  Lotus Notes �  Novell Groupwise ��ef�T�����r�
0¥±3 >0��3 >0��b�¯UbÜÝ3 >0����3 >0%&3�Ù´
��  IMAP ����ðUV��wß) iPhone *
�+,�) iPod  touch *
�
+,�) iPad *
�+,�

Ù´4�bø���ÂÃ°±º»[��UV��wßr  39Ð0ÂÃ(��° 
±º»[�3�

Ù´�¾�°¿±º»[��UV��wßr  58Ð0�íq4ÀÁ3� 

Ù´�  VPN yæ¥±��4���yæ°±[��@Ô(�9�UV��wßó
ô��ø

Â yæ��°±  (PAC)��úä  http://en.wikipedia.org/wiki/Proxy_auto-config
Â 0 Web Proxy Autodiscovery Protocol3a Web yæ��Ë���c��úä  

http://en.wikipedia.org/wiki/Wpad

Â

 

Microsoft TechNet 0 Using Automatic Configuration, Automatic Proxy, and 
Automatic Detection3a�4��°±b��yæ(��.<c��úä  
http://technet.microsoft.com/en-us/library/dd361918.aspx

Apple Èv%çèRSòÀ�8'4�!�W  Web 'Ý��é �h�òÀÂ4
���bø¥±B�4  iPhoneb iPod  touch (  iPad ��9ø
Â

 
iPhone DñòÀ��úä  www.apple.com.cn/iphone/guidedtour/

Â

 
iPod touch DñòÀ��úä  www.apple.com.cn/ipodtouch/guidedtour/

Â

 
iPad DñòÀ��úä  www.apple.com/ipad/guided-tours/

Â

 
iPhone ÐÑ�Ð��úä  www.apple.com.cn/support/iphone/

Â

 
iPod touch ÐÑ�Ð��úä  www.apple.com.cn/support/ipodtouch/

Â

 
iPad ÐÑ�Ð��úä  www.apple.com.cn/support/ipad/

��¥¦�Ù��  PDF @Ô��4���êë% ��éì(�4ÍÎUVø

Â ) iPhone *
�+,6 
http://manuals.info.apple.com/zh_CN/iPhone_User_Guide_CH.pdf

Â ) iPod touch *
�+,6 
http://manuals.info.apple.com/zh_CN/iPod_touch_3.1_User_Guide_CH.pdf

Â ) iPad *
�+,6 http://manuals.info.apple.com/zh_CN/iPad_User_Guide_CH.pdf

http://en.wikipedia.org/wiki/Proxy_auto-config
http://en.wikipedia.org/wiki/Wpad
http://technet.microsoft.com/en-us/library/dd361918.aspx
www.apple.com.cn/iphone/guidedtour/
www.apple.com.cn/ipodtouch/guidedtour/
www.apple.com/ipad/guided-tours/
www.apple.com.cn/support/iphone/
www.apple.com.cn/support/ipodtouch/
www.apple.com.cn/support/ipad/


 

4

 

52    

4 ��  iTunes

  iTunes 

�Üº»bø�í  iTunes (�6Îq4ÀÁ�B«Ñ	8óD«�¥±(ÇÈ� 

iPhoneb iPod  touch (  iPad �Ø°9/�I8��©ª aPQbíW÷c�ùL
�Ò���áb�	8ó�ÒÔ���ùPQ��ÆîÔ���ù�Í�t@ 
!nÒ��TX  iTunes ��ù�dHIÒ³¥«�Ù´�ù�d��ðUV��
wß0 iTunes ÇÈ3a iTunes ÁÊ�8g0ÇÈ3¦?§¨c�

  iTunes 
iTunes �4�W�  Macintosh �¾�(  Windows �¾ÀÁ�\���(����
[z8g  www.apple.com.cn/itunes �úôÛ�

Ù´�Ë  iTunes �ï8���UV��wßø 
http://developer.apple.com/softwarelicensing/agreements/itunes.html

  Windows   iTunes
=|>?ô�!  Windows ��T�¾  iTunes ����¾\����  QuickTimeb 
Bonjour (  Apple Software Updatea Apple N���c�	8ó�Â  iTunes �¾
ÀÁ<fw©�*°};��!4���T�¾�Õ�É�¯h�Õ��

  iTunesSetup.exe   Windows 
bd�}ý�4r:�  iTunes �¾À�p��¯j�Õ��	8ó�4�ÚI
Â  iTunesSetup.exe <f3��

 
NO_AMDS=1 ��¾  Apple Mobile Device Services��Õ�   iTunes �ù(å

æA�¥¦�J��Õ�� 
NO_ASUW=1 ��¾  Apple Software Updatea Windows �c��q4ÀÁ:j

æ4��¾����  Apple N��

http://developer.apple.com/softwarelicensing/agreements/itunes.html
www.apple.com.cn/itunes
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  Windows 
�ï=�¾  iTunes��g  iTunesSetup.exe �j§H�  .msi [��$ª/h�[�
};Ì#�$���

H�  iTunesSetup.exe � ¡  .msi ��6 
1 fI  iTunesSetup.exe� 

2 ÁÊ   %temp%  BýLnoä  IXP nnn .TMP �[�:�hi�   %temp%   	�ð�
�U� nnn   ��s8�,©\�!  Windows XP T�µð��U�r ¢�£�
� :\Documents and Settings\
� \Local Settings\temp\�!  Windows Vista T�µð
��U�r   \Users\
� \AppData\Local\Temp\� 

3 /  .msi [�gµ[�:��L%&8±� 

4 ñ��  iTunesSetup.exe ÁÊ��¾ÀÁ�

$ª�40Õ®¯Xä¼½�3a85  Microsoft åæEÈÒ�c/  .msi [���
L0��°±3®¯��S«/°±��L0��°±3®¯�jm04�°
±3®¯�

 iTunes ��  QuickTime �  Apple Application Support� Apple Application
Support ^_`+  iTunes abc� Apple Mobile Device Services (AMDS) dCe 
iPhoneT iPad f  iPod  touch 89  iTunes M^���

};  .msi [�{r�	��.����¾  iTunes ����)������I��
v��!  ORCA ¶·�ÁÊ  .msi [��µ¶·�  Windows SDK �¾  (Orca.msi)�8
50 bin\3��$ª¼½ò�UV�B®¡���¾��k�a Locale ID1033 D�
 �[�c�&�O8ó�40Õ®¯Xä¼½�3/  .msi [���í3��â
ä0�¯�k3�

  Macintosh   iTunes 
Mac ��P¾Ù  iTunes�\����  iTunes 8g  www.apple.com.cn/itunes �ú!
���/  iTunes };L  Mac #�$�	8ó�4  Workgroup Managera Mac OS X 
Server  V��óåæ¶·c�

  iTunes 
!8ó�4���  iPhoneb iPod touch �  iPad {r�JK.�/���L´!
fI  iTunes ���É£¤���r�£¤¥¦ª� iTunes :vw/¥¦����
ù��!ä%&þ¥±¥¦�±²�>?��ÁÊu£¤eÔ�h�  iTunes !£
¤¥¦ª��/%}��$ª�¥¦W¦üHI°±�p�ÙÄøíW�©ª� 

NO_BONJOUR=1 ��¾  Bonjour� Bonjour j'%ô°±��Ë��9�²�°±
�8Ë�ÁY,bÈÉ�  iTunes ¡ëì$%&ef� 

NO_QUICKTIME=1 ��¾  QuickTime��Õ� �4  iTunes J��Õ���Ø�¯ 
QuickTime�Ãm	S«#�$��P
�¾%\�����
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H�  Mac  OS  X �¤4¥¦§¨!6 
1 �S«  iTunes �Ù!fI�$ªÁÊ0õ$3� 

2 !0õ$3��=��Úø

Â �ÁÊu£¤eÔø 

defaults write com.apple.iTunes StoreActivationMode -integer 1

Â �´¥u£¤eÔø 

defaults delete com.apple.iTunes StoreActivationMode

�£¤¥¦��wßô�0�4u£¤eÔ3�

H�  Windows �¤4¥¦§¨!6 
1 �S«  iTunes �Ù!fI�$ªÁÊ�Újà�~W� 

2 =��Úø

Â �ÁÊu£¤eÔø 

"C:\Program Files\iTunes\iTunes.exe" /setPrefInt StoreActivationMode 1

Â �´¥u£¤eÔø 

"C:\Program Files\iTunes\iTunes.exe" /setPrefInt StoreActivationMode 0

	O8ó¸¹��4ötÔ�¼½PÙ�  iTunes 4ötÔÉéîh��Ú�óÆ
	8óÅÆ��u£¤eÔ�

�2�  iTunes  +^5u£¤eÔ���§  iTunes >0´5  iTunes3B!  iTunes 
��(���Ó�ôüý0u£¤eÔ3[��
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�S«	Pî5T»�vÁÊ%u£¤eÔ�$ªî5h�ùVHI�v� 
1 bd	�£¤  iPhone��÷�P£¤�  SIM ���4  SIM �}�¶·�Pø
�!
]ËÉ}�  SIM �ùú�Ù´ÍÎUV��wß) iPhone *
�+,� 

2 /  iPhoneb iPod touch �  iPad ��L����£¤¥¦���JK��7=�� 

iTunes :ÁÊabd��cB£¤¥¦�³¥¦Có�£¤ª�:���kUV� 

3 ûÊ¥¦�

	8óÛ���B£¤%&¥¦�³u£¤eÔÁÊ�� iTunes /�:�Äø¥¦
�ù���bd	Á��4  iTunes �ù¥¦��g�´¥u£¤eÔ�

  iTunes 
	8óÇÈ4��4  iTunes �j��9���9Ù��'(EÈ8S�8ÇÈóô
�9ø

Â .ü���  iTunes (¥¦N���a��.ü(4�ËG�.üc
Â 'Ý�°RíW�1à  Genius ¹�
Â ¥¦������ù

Â ôÛã½÷x

Â �48R�Úd÷�

Â =��íW�  URL
Â ��Ë�  Apple TV ��
Â Â  Apple +��¥¦
Â Þ¦  Podcast
Â °R7=�¯°

Â §¨  iTunes Store
Â ��)�����fI  iTunes ���ÈÉ¡ëì
Â °RP�gä�¨���  iTunes íW
Â °R�

Â °R�Rä�

  Mac  OS  X   iTunes 
!  Mac  OS  X ����4  plist [���1ÉEÈ§¨�!  Mac  OS  X ��bT�
à�1��8ó��4  Workgroup Managera Mac  OS  X Server  V��óå
æ¶·c¼½0 ~/¡¢ì /Preferences/com.apple.iTunes.plist3[�Éä��4�
D«�

Ù´����wß�ú  http://docs.info.apple.com/article.html?artnum=303099-zh T
�  Apple ÐÑ[Ü�

http://docs.info.apple.com/article.html?artnum=303099
http://docs.info.apple.com/article.html?artnum=303099
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  Windows   iTunes 
!  Windows ���¥«óô��+�z1��+�z�ÉEÈ§¨ø

!  Windows XP (  32 8  Windows Vista �ø
Â

 
HKEY_LOCAL_MACHINE\Software\Apple Computer, Inc.\iTunes\[SID]\Parental 
Controls\ 

Â

 

HKEY_CURRENT_USER\Software\Apple Computer, Inc.\iTunes\Parental Controls 

!  64 8  Windows Vista �ø
Â

 
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Apple Computer, 
Inc.\iTunes\[SID]\Parental Controls\ 

Â

 

HKEY_CURRENT_USER\Software\Wow6432Node\Apple Computer, 
Inc.\iTunes\Parental Controls 

Ù´  iTunes +�z��UV��wß�ú  
http://support.apple.com/kb/HT2102?viewlocale=zh_CN T�  Apple ÐÑ[Ü�

Ù´¼½  Windows +�z��4UV��wß�ú  
http://support.microsoft.com/kb/136393 T�  Microsoft ÇÈ(ÐÑ[Ü�

  iTunes   iPhone OS
bd!  iTunes �´¥%���(4�ËG�N���.ü�k	/��/N��
��ËÌ4�É���¾�

���  iTunes��wß�[�r�ü*��¾(�íùV�/  iTunes �ËÌ4
�O î5p��ÀHI�

http://support.apple.com/kb/HT2102
http://support.microsoft.com/kb/136393
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���  iPhone OS��î5h�ùVHI�vø 
1 !�Ò	´¥  iTunes N������T���4  iTunes ÉôÛN������I
��v��!  iTunes �����P���¥¦�Dî0ò�3�Í�$ªDî0.
ü��3î�� 

2 ôÛª����!óô8±ýL���ÀÁ[�  (.ipsw)ø

Â �  Mac  OS  X �6 ~/¡¢ì /iTunes/iPhone Software Updates/
Â �  Windows XP �6¢�£�� :\Documents and Settings\
� \Application Data\

Apple Computer\iTunes\iPhone Software Updates\
 

3 /  .ipsw [��ËÌ4���*/%R!&O8ó§¨���T� 

4 �ýþ4��!q4N���{r�.�4  iTunes ¦�&O�¥¦�����À
�� iTunes �:!�¾r��¦�¥¦��¸¹��¦���!  iTunes ����1
?�  (Windows) �î�  Control 1Dî  (Mac) ¥¦�$ªg���´=¦?��§
0¦�3� 

5 4��./¥¦��L  iTunes�$ª���&O�¥¦�0ò�3�ÍÉ�¾�
��ô�ù�&O�î�  Option ( Ω ) 1  (Mac) �  Shift 1  (Windows) BDî�?�
0.ü��3î�� 

6 :����[���X®Æ�4�qµ��  .ipsw [��$ªDî0ÁÊ3ÉÊ¤
��À�

  iTunes  
iPhoneb iPod touch �  iPad (  iTunes �ùª�¥¦¥±:��¦�L���g  
App Store ¦§�q4ÀÁ:C��L  iTunes ¡ëì��

	�%ÊËB�4�6Î�Ëº»[��ËÌ	�4��q4ÀÁ/�:¦��
<=L4������p¥¦¦�/éî	�q4ÀÁ¸¹�Äø©ª[��

8�!  iTunes �ò���ä¥¦��0�¬¦�3�d�ó�¬@ÔAB¥
¦¦��[��4  AES256 �¬�µ¬Ê:��)AB!  iPhone OS Ê¼´��

()g��h���bcijkl;<�EFGH�m  iTunes ��n
9Po9�h;<�
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5 ��	
��

  iPhone  iPod  touch   iPad 

bd	���¾	ÊË�  iPhone OS q4ÀÁ��/q4ÀÁ�ËÌ4��&O
��4  iTunes É�¾µq4ÀÁ�

!³  App Store ��q4ÀÁ8ó!  iPhoneb iPod  touch (  iPad TfI�j²��
IÄø �ùV�bdÊË���%�Ë�q4ÀÁ�kJK�4  Apple UË�
��X%HI©\Ín�	�JKÂ4�j'�°¿±º»[�  (distribution 
provisioning profile) óhï&O�¥¦�4µq4ÀÁ�

�í	�%�q4ÀÁ�Àäø

Â Â  Apple +��6ÎÊË�

Â �4	���Ìq4ÀÁÍn�

Â ¸¹�6Î�°¿±º»[���8ó^�¥¦�4	PÍn�q4ÀÁ�

Â /q4ÀÁ(�6Î�°¿±º»[��íL4������

Â Dñ4��4  iTunes �¾q4ÀÁ(º»[��

Ù´��ùV��ðUV��wßô[���

�ä  iPhone OS ÊËB�í�«�q4ÀÁ��.!�Z  
http://developer.apple.com/ T+�0 iPhone Enterprise Developer Program3
a iPhone �6ÎÊË*}ýc�

�_�ó+�À�	/±Lbø�q4ÀÁ9!¥¦TfI����

�ËÌ4��q4ÀÁJK�4	��°��ÉÍn�Ù´bø!�B�4��
�����wß�ú  http://developer.apple.com/iphone T�0 iPhone Developer 
Center3a iPhone ÊË*��c�

http://developer.apple.com/
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�°¿±º»[�8�	¸¹q4ÀÁ�'4�!&O�¥¦T�4�	�D
«�º»[�^��  AppID�äõ«�q4ÀÁ�ð�q4ÀÁ¸¹�6Î�°
¿±º»[��bd4�Ùq4ÀÁ��Ùº»[�^��4��4���9�
4µq4ÀÁ�

�ú  http://developer.apple.com/iphone T�0 Enterprise Program Portal3a�6}
ýi�c8óÌ�6pq�0 Team Agent3a��yæc¸¹�°¿±º»[
��Ù´����wßµ�Z�

�_¸¹ü�6Î�°¿±º»[���ôÛ  .mobileprovision [��$ª/�(
q4ÀÁ�G��)�Ë�®�

  iTunes 
4�P�¾�  iTunes É�:���¾85óô[�:a!�ä�«Ñc��¿±
º»[��bdh�[�:�B!���4�ànoÉ¸¹�O� 

Mac  OS  X
Â

 
~/¡¢ì /MobileDevice/Provisioning Profiles/

Â

 
/¡¢ì /MobileDevice/Provisioning Profiles/

Â �  ~/¡¢ì /Preferences/com.apple.itunes [���  ProvisioningProfilesPath 1D
«�5M 

Windows XP
Â ¢�£�� :\Documents and Settings\ username \Application Data\Apple Computer\

MobileDevice\Provisioning Profiles

Â ¢�£�� :\Documents and Settings\All Users\Application Data\Apple Computer\
MobileDevice\Provisioning Profiles

Â

 

HKCU �  HKLM ��  SOFTWARE\Apple Computer, Inc\iTunes ��  
ProvisioningProfilesPath +�z1D«�5M
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Windows Vista
Â ¢�£�� :\Users\ username \AppData\Roaming\Apple Computer\MobileDevice\

Provisioning Profiles

Â ¢�£�� :\ProgramData\Apple Computer\MobileDevice\Provisioning Profiles
Â

 
HKCU �  HKLM ��  SOFTWARE\Apple Computer, Inc\iTunes ��  
ProvisioningProfilesPath +�z1D«�5M 

iTunes :/!óT8±�ýL�¿±º»[����¾L�%HI�ù�¥¦��
�
�¾��8ó!¥¦T�0¥±3 >0�43 >0º»[�3�ü ¿±º
»[��

	O8ó/  .mobileprovision [��ËÌ4�B�&O/µ[��AL  iTunes q4
ÀÁx�T� iTunes :/[���LT«Ñ�´S8±��

 iPhone 
	8ó�40 iPhone °±µ4¶·3/¿±º»[��¾LP���¥¦���
î5h�ùVHI�vø 

1 !0 iPhone °±µ4¶·3���§0[�3 >0��L¡ëì3�$ª���
��¾�¿±º»[��

µº»[�:C��L0 iPhone °±µ4¶·3��B8ó���0¡ëì3
��0¿±º»[�38ÖÉü � 

2 !0P���¥¦3[z�����¥¦� 

3 Dî0¿±º»[�3�Í� 

4 ![z���µ¿±º»[��$ªDî��0�¾3î��

  iTunes 
4�8ó�4  iTunes !&O�¥¦T�¾q4ÀÁ��/q4ÀÁ��)�ËÌ
4��$ª�&Oî5h�ùVHI�vø 

1 !  iTunes ���§0[�3 >0��L¡ëì3�$ª��	j'�q4ÀÁ  (.app)�

	O8ó/  .app [��AL  iTunes q4ÀÁx�T� 

2 /¥¦��L���$ª!  iTunes �0¥¦3[z����� 

3 Dî0q4ÀÁ3�Í�$ª![z���q4ÀÁ� 

4 Dî0q43É�¾q4ÀÁó$85�D«�[�:���Ù�°¿±º»[
�a!r  59Ð0�4   iTunes �¾¿±º»[�3�PÍ»c�
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 iPhone 
	8ó�40 iPhone °±µ4¶·3/q4ÀÁ�¾LP���¥¦���î5
h�ùVHI�vø 

1 !0 iPhone °±µ4¶·3���§0[�3 >0��L¡ëì3�$ª���
��¾�q4ÀÁ�

µq4ÀÁ:C��L0 iPhone °±µ4¶·3��B8ó���0¡ëì3
��0q4ÀÁ38ÖÉü � 

2 !0P���¥¦3[z�����¥¦� 

3 Dî0q4ÀÁ3�Í� 

4 ![z���µq4ÀÁ�$ªDî��0�¾3î��

³4�fI	C  Apple Ín�q4ÀÁ��¥¦:üý^��4µq4ÀÁ��
°¿±º»[��bdý�Lº»[��/�:ÁÊµq4ÀÁ�

bd	��Ï4��q4ÀÁ�	8ó���45Ìµ�°¿±º»[�Í
n���Éµ��µq4ÀÁ/��9Ø�¾�bdP
�¾��/��9Ø
ÁÊ�

Ù´¸¹q4ÀÁ(¿±º»[���ðUV��wßø

Â 0 iPhone Developer Center3a iPhone ÊË*��c��úä  
http://developer.apple.com/iphone/
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A

 
Cisco VPN �����

  Cisco VPN   iPhone  
iPod  touch   iPad 

  Cisco  
iPhone OS ÐÑ  Cisco ASA 5500 Security Appliances (  Cisco PIX FirewallsaN���
ä  7.2.x ���c�¹��4\��  8.0.x N���a�����c� iPhone OS O
ÐÑ  IOS ��ä  12.4(15)T ������  Cisco IOS VPN 5��� VPN 3000 �[`�
��ÐÑ  iPhone �  VPN �9�

 
iPhone OS ÐÑóôÓ«tÔø

Â ¿ÈÉ¬Ê  IPSec Ó«��  xauth HI�4�Ó«

Â #�$(ef����45  IPSec Ó«��  xauth HI�4�Ó«a4�Ó«
ä8�c

Â 	FÓ«�ä%HI  IPSec Ó«�ef�j'���j#�$j'¿ÈÉ¬Êà
JK�  xauth HI4�Ó«�

Â 4�Ó« �  xauth j'��éîóôÓ«tÔø

Â 4�no(¬

Â

 
RSA SecurID

Â

 

CryptoCard
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Cisco Unity ���5�ÕÈ��Ó«$%&w©��4Ó«ÕÖ/4�ÕF!�
G�	qµä  iPhone OS ¥¦4�¸¹Ó«ÕÖ�X5¿ÈÉ¬ÊÓ«(	FÓ
«�ÕÖnoJK!¥¦T°±�B¶�4ÕÖ�ÈÉ¬Êa¿ÈÉ¬Êcvä
ÕÖ¬�

�4��Ó«��/�:�4ÄøÈÉ¬Ê�4��ÕÖÄª����\{S«� 
Cisco ef�¥±845/����\{XqL4�ÕÖ�

¥±(�¾�����S«óô>?ø

Â ef�����!TW¦4no  (SubjectAltName) \{�JKéêef��  DNS 
no(a�c IP )ú�¥¦�4�UVÉ2��� +35ef��	8ó�
4�°�ab  vpn.*.mycompany.com�ój�Òq�cÉD«  SubjectAltName�
ó��{¿�°�bd	D«  SubjectAltName� DNS no8óR!JÈno\
{��

Â Ìef����Ín�  CA ��qµ�¾!¥¦T�bdµ��� Ä����
�¾UÄÃ�
º��óÆ��CUÄ�

Â bd�4#�$����S«Ì#�$��Ín�CUÄ�  CA ��P�¾!  
VPN ef�T�

Â ��(��UË,èJK ÙÚ�aáb�	�c�

Â �ÐÑ�ef�Ë;��Ã�JK´¡��9�

Â �4�5���Ó«���S«ef�PC¥±ä�5#�$����\{É
ÓÖ4��ÕÖ��wßr  63Ð0Ó«ÕÖ3� 
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IPSec 
�4óô  IPSec ¥±ø
Â ¨!6àceÔ

Â

 
IKE ª«¨!60��eÔ3Ò45¿ÈÉ¬ÊÓ«(	FÓ«�0TeÔ3Ò
45��Ó«�

Â �I¬6 3DESb AES-128b AES-256
Â 78¬6 HMAC-MD5b HMAC-SHA1
Â

 
Diffie Hellman ®¯6¿ÈÉ¬ÊÓ«(	FÓ«��  Group 2�X5��Ó«�
�/  Group 2 °F  3DES (  AES-128 �4�/  Group 2 �  Group 5 °F  AES-256 
�4�

Â

 
PFSa°�±²³Id6X5  IKE z{  2�bd�4  PFS�k  Diffie-Hellman ÕÖ
JK�45  IKE z{  1 �p��

Â ¨!��6JK�4�

Â qD´µ¶·6¹��4�

Â �¸  NAT ¹º6ÀÐÑ����8ó�4�a�ÐÑ  IPSec over TCPc�
Â EF»¼6ÀÐÑ����8ó�4�

Â 23  1 �I½¾¿6³r�ÀÐÑ�¹�/ef�T�¬Ê���)¥«ä�
����

Â

 
ASA ÀÁÂJ6S«�Ù¥¦)ú��	¥«�¥«ä  255.255.255.255�
ábø 

asa(config-webvpn)# ip local pool vpn_users 10.0.0.1-10.0.0.254 mask 

255.255.255.255. 

�4¹��)ú��� VPN °±��«�Ù�5�89:C�¯��±²ËK
hI>?��S«5�zéê�ÙJ��5��B¶2���)ú8ó§¨�$
ª�HI�í�

 
iPhoneb iPod  touch (  iPad ÐÑóô�9ø

Â 	
��Ã%6#�$N���:CË;Lef���ef�9ØÄª¥¦�
N����À������

Â �Ä��6bd!ef�T°±%�Ð�Ó��Ð�Ó:1à!¥¦T�4�
JK�À��+kûÊ���

Â 0ÅÆÇ6ÐÑàc�¼�

Â 0Å  DNS6ÐÑ�¼  DNS�

Â ÈÉÊ6ÐÑ=|Ì�
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B ������ !

  mobileconfig 

�[��¥	��  Apple XML DTD (���3�[z@Ô� Apple plist @Ô��
�º»8g  www.apple.com/DTDs/PropertyList-1.0.dtd !���¢�Ê¤���4
0 iPhone °±µ4¶·3¸¹��	9Ø�4� U��UVHI¹â�Æú
[��

�[��4Lê�CDEF  (payload) (����  (profile)�º»[� ���E
[��45!  iPhoneb iPod  touch �  iPad T°±j�a���ð�c¥±�ÙÚ
`Û º»[��?�Õ��

!Ä×ØT�°±[� ��\��VÙóô1 /�Xø

 
PayloadVersion ©\aJ�c�E�°±º»[���������D«%

E�º»[�aj� ?�ÙÚ`Ûc�@Ô� 
PayloadUUID \�´aJ�c�h�r 
FóªlK�������Ó

�\�´��\�´�S��� �p´�àp ��JK
 �(����!  Mac  OS  X T�	8ó�40 /usr/bin/
uuidgen3ÉKó  UUID� 

PayloadType \�´aJ�c��r�°Ù0 Configuration3 �1�Ù
Ú�� 

PayloadOrganization \�´a8�c�����º»[��ÍË,è�1àÌ4
� � 

PayloadIdentifier \�´aJ�c�î5�á��� 4�D���\�´
ab 0 com.myCorp.iPhone.mailSettings3�
0 edu.myCollege.students.vpn3c�4É��)��º»[
��h� 4É�Öº»[��\�´àbd�¾�º»[
��F��º»[���Ó��°�kº»[�:âã�
aj� C��c� 

PayloadDisplayName \�´aJ�c���ù«1àÌ4� �st�\�´�
�4É��º»[��b0 VPN ¥±3���J ����
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PayloadContent ©Õ ��\�©Õ���\���º»[��?�ÙÚ`Û�
���9��º»[�!h�©ÕiÙ�����ð����²nÙÚ`Û�8
�bø��©Õ����\�¿Ù��È�3��%&3�X5�IÙÚ`Û8
�É�¿ ã4¶���� 

PayloadDescription \�´a8�c���ù«!E�º»[��0ÍÎUV3
23TÂ4�1à����@Ô�º»�[���\�´q
µ9��)ÓÖº»[��óÆ4�8óù« +�¾�� 

PayloadContent ©Õa8�c��� º»[��µ����bd�C�
¯�E�º»[���ÙÄø�9���Ñ� 

PayloadRemovalDisallowed ã��a8�c�=|ä0 No3�¥«ª�4�/²@ÂÃ
º»[��°Ù³º»[���Ó��°¶���UË,è
Ín��¨Ù�¥«�º»[�M8ó�  USB �  Web/�
���HI���bdj'%ÂÃ¬�kº»[�8ó�
D«¬ÉÂÃ�

X5PÍn¶P�¬�º»[��!��Rx�¨Ù��«
8�Ù����äº»[��9C�â¶�¥±O:1à!
¥¦T�

 
PayloadVersion ©\aJ�c�?�ÙÚ`Û������º»[�8ó�é

ê������ÙÚ`ÛÕó�áb� VPN ���8ó!/É
ñ���D�j0 Mail3���k�ñ�� 

PayloadUUID \�´aJ�c�h�r 
FóªlK�������Ó�
\�´��\�´�S��� �p´�àp ��JK �
(���� 

PayloadType \�´aJ�c��1 /�Xù«º»[��?�ÙÚ`Û�
8�� 

PayloadOrganization \�´a8�c�����º»[��ÍË,è��:1àÌ
4� ��8ó�Ä×Ø�  PayloadOrganization p��ph�
 JK�� 

PayloadIdentifier \�´aJ�c�î5�á��� 4�D���\�´�4
Éº»ÙÚ`Û���r Ä  PayloadIdentifier ª�����
�Ó��º»õ«�ÙÚ`Û� 

PayloadDisplayName \�´aJ�c��� 1àÌ4� �st�\�´��4
É��º»[��b0 VPN ¥±3���J ���� 

PayloadDescription \�´a8�c���ù«!µõ«ÙÚ`Û�0ÍÎUV3
23TÂ4�1à����@Ô�º»�[��
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0ÂÃ¬3ÙÚ`Û �  PayloadType �  com.apple.profileRemovalPassword �D
«��%�� Xhï4�g¥¦TÂÃ°±º»[��¬HI¼�bd�
ÙÚ`ÛB!¶P¥«%¬��k³4�íîº»[��0ÂÃ3î���¥
¦/��4�=�µ¬��ÙÚ`Û�º»[��%º���GC�¬�

0¬®¯3ÙÚ`Û �  PayloadType �  com.apple.mobiledevice.passwordpolicy 
�D«���ÙÚ`Û8��B!�:jà¥¦Â4�1à\z©\¬=�,
È�µ,Èhï=�Ä�(u�"�¬�

Ã%��ÙÙÚ`Ûp��¥±{&��ÙÚ`Û«Ñ%óô��ø

 
RemovalPassword \�´a8�c�D«º»[��ÂÃ¬�

 
allowSimple ã��a8�c�=|ä0 YES3�ù« +hï�4>?

¬�>?¬ «ÑäéêJ"�\��fñ /f�\�
ab  123 �  CBAc�/��¥«ä0 NO3�/  
minComplexChars ¥«ä0 13 p��� 

forcePIN ã��a8�c�=|ä0 NO3�ù« +òÈ4�¥«  
PIN�>`¥«��aj� %&�c:òÈ4�=�¬
�p�:ÇÈ¬�(u���� 

maxFailedAttempts ©\a8�c�=|ä0 113�hï�Z[   [2...11]�D«
hï!¥¦��«23Tvw=�¬xy�Ø©��_;
µØ©�¥¦:C�«�B¶JK��L%D«�  iTunes 
M9*�� 

maxInactivity ©\a8�c�=|ä0 Infinity3�D«!���«¥¦{
r�¥¦8ó¹±a�ÙC4�*�c��|©��_,L
�ÇÈ�¥¦:C�«B¶JK=�¬� 

maxPINAgeInDays ©\a8�c�=|ä0 Infinity3�D«¬8ó�Ñ��
�»©�®å�»{ª�4�:CòÈ�â¬M9/¥
¦*�� 

minComplexChars ©\a8�c�=|ä0 03�D«¬JKéê\�ð�
�"�\��0"�3\� ©\�\z{&�\��b  
&%$#� 

minLength ©\a8�c�=|ä0 03�D«¬�\�EW(u�
�w©�Û5�9ä8�d�  minComplexChars ���� 

requireAlphanumeric ã��a8�c�=|ä0 NO3�D«4� +JK=�
\z\�  (0 abcd3 )�� =�©\�YØ%� 

pinHistory ©\a8�c�³4��â¬��µ¬JK��5Ý�
gU�\��  N ����\��ä  1�\��ä  50�
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����ÙÚ`Û �  PayloadType �  com.apple.mail.managed �D«���ÙÚ
`Û:!¥¦T¸¹���������Ã%��ÙÙÚ`Ûp��¥±{&�
�ÙÚ`Û«Ñ%óô��ø 

manualFetchingWhenRoaming ã��a8�c�¥«ª��Ù};�v!���¿/CÏ
4�4�JK��!§�©ª� 

maxGracePeriod ©\a8�c�/�®*�j�=�¬�\( Ç�aó
�|ä?8c�=|ä  0�O� �Ù Ç��h��Û�
=�¬�

 
EmailAccountDescription \�´a8�c�4�8Ì�������º»�1à!

0��3(0¥±3q4ÀÁ�� 

EmailAccountName \�´a8�c�����E4�no�!PË����(
%&)t:���4�no� 

EmailAccountType \�´aJ�c�hï��   EmailTypePOP (  
EmailTypeIMAP�«Ñ45µ������ 

EmailAddress \�´aJ�c�D«����E����)ú�bdÙÚ
`Û��B!��¾º»[�À��¥¦:jà=��\
�´� 

IncomingMailServerAuthentication \�´aJ�c�D«±L����Ó«tú�hï��   
EmailAuthPassword (  EmailAuthNone� 

IncomingMailServerHostName \�´aJ�c�D«±�ef�T,noa�  IP )úc� 

IncomingMailServerPortNumber ©\a8�c�D«±�ef�$W��bd	D«$W
��k:�4Ì«���=|$W� 

IncomingMailServerUseSSL ã��a8�c�=|ä0 YES3�D«±�ef� +�
4  SSL HIÓ«� 

IncomingMailServerUsername \�´aJ�c�D«�������4�noa�r��
���)ú�  @ ��ór���p�c�bdÙÚ`Û��
B!�B¶��C¥±ä��X±L�����HIÓ«�
�¾º»[�À��¥¦/jà=��\�´� 

IncomingPassword \�´a8�c�±�ef��¬�u°FP�¬�º»
[��4� 

OutgoingPassword \�´a8�c�Ë�ef��¬�u°FP�¬�º»
[��4� 

OutgoingPasswwordSameAsIncomi
ngPassword

ã��a8�c�¥«ª�/°jà4�=�¬�Ø��
/C45Ë;��(�±��� 

OutgoingMailServerAuthentication \�´aJ�c�D«Ë�����Ó«tú�hï��   
EmailAuthPassword (  EmailAuthNone� 

OutgoingMailServerHostName \�´aJ�c�D«Ë�ef�T,noa�  IP )úc�
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Web Clip  
Web Clip ÙÚ`Û �  PayloadType �  com.apple.webClip.managed �D«��Ã
%��ÙÙÚ`Ûp��¥±{&��ÙÚ`Û«Ñ%óô��ø

0ÇÈ3ÙÚ`Û �  com.apple.applicationaccess PayloadType �D«��Ã%�
�ÙÙÚ`Ûp��¥±{&��ÙÚ`Û«Ñ%óô��ø 

OutgoingMailServerPortNumber ©\a8�c�D«Ë�ef�$W��bd	D«$W
��kî5!Á�4$W  25b 587 (  465� 

OutgoingMailServerUseSSL ã��a8�c�=|ä0 YES3�D«Ë�ef� +�
4  SSL HIÓ«� 

OutgoingMailServerUsername \�´aJ�c�D«�������4�noa�r��
���)ú�  @ ��ór���p�c�bdÙÚ`Û��
B!�B¶��C¥±ä��XË������HIÓ«�
�¾º»[�À��¥¦:jà=��\�´�

 
URL \�´aJ�c�Dî  Web Clip �� Web Clip qµÁÊ�  

URL�µ  URL JKó  HTTP �  HTTPS Ê��+k�/�9¶v� 

Label \�´aJ�c�1à!T23T�  Web Clip �no� 

Icon ©ªa8�c��1à!T23T�  PNG x��%��qµä  
59 x 60 ÀÁ�bd�D«�/1àÞ�tÆ� 

IsRemovable ã��a8�c�bd¥«ä0 No3�k4��9ÂÃ  Web 
Clip�pbdÂÃº»[��k�/CÂÃ�

 
allowAppInstallation ã��a8�c�³�ä0 FALSE3�� App Store :CÏ4B

¶%x�:gT23®¡�4�/²@�¾���&O�q4
ÀÁ� 

allowCamera ã��a8�c�³�ä0 FALSE3��p,:C��Ï4B
¶%x�:gT23®¡�4�/²@/5� 

allowExplicitContent ã��a8�c�³�ä0 FALSE3��g  iTunes Store ¦§�
�¨PQ�RS��:C©ª�³�  iTunes Store �«�¨�
�����j',ab¬Jkc:/�O�gä�¨��� 

allowScreenShot ã��a8�c�³�ä0 FALSE3��4�/²@BA1à
2�2345� 

allowYouTube ã��a8�c�³�ä0 FALSE3�� YouTube q4ÀÁ:C
Ï4B¶%x�:gT23®¡�
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LDAP  
LDAP ÙÚ`Û �  PayloadType �  com.apple.ldap.account �D«��g  LDAP �
�L  LDAPSearchSettings B!�Xð�´��8ó/  LDAP  v\���  
SearchSettings Xä¿zà\����g%Ê¤67�äD�ó$67Z[aä
Db�äD�ô�ÎäDb�äD��ÙôÎäDc�Ã%��ÙÙÚ`Ûp�
�¥±{&��ÙÚ`Û«Ñ%óô��ø 

allowiTunes ã��a8�c�³�ä0 FALSE3�� iTunes Music Store :C
Ï4B¶%x�:gT23®¡�4�/�9w�b¦§�ô
Û��� 

allowSafari ã��a8�c�³�ä0 FALSE3�� Safari Web 'Ý�q4
ÀÁ:CÏ4B¶%x�:gT23®¡�h�9O-.%4
�ÁÊ  Web Clip�

 
LDAPAccountDescription \�´a8�c����º»� 

LDAPAccountHostName \�´aJ�c�T,� 

LDAPAccountUseSSL ã��aJ�c� +��4  SSL� 

LDAPAccountUserName \�´a8�c�4�no� 

LDAPAccountPassword \�´a8�c�u°FP�¬�º»[��4� 

LDAPSearchSettings "×��Xä�����8óÙh����ð���qµ��
Ù������ ÙÚ�� 

LDAPSearchSettingDescription \�´a8�c��67¥±�º»� 

LDAPSearchSettingSearchBase \�´aJ�c�g_#TÉ��D� LäD�5M�óg
0 ou=people,o=example corp3Ê¤67 

LDAPSearchSettingScope \�´aJ�c�«Ñ�!67��4�f$Ô�

8ó óô  3 ������ø 
LDAPSearchSettingScopeBaseø° �  SearchBase DÂ�\��
äD 
LDAPSearchSettingScopeOneLeveløäD�T�%\����
äD� 
LDAPSearchSettingScopeSubtreeøäD�T�Ù�äD��n
%ubø�
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CalDAV  
CalDAV ÙÚ`Û �  PayloadType �  com.apple.caldav.account �D«��Ã%�
�ÙÙÚ`Ûp��¥±{&��ÙÚ`Û«Ñ%óô��ø

 
CalSub ÙÚ`Û �  PayloadType �  com.apple.subscribedcalendar.account �D«
��Ã%��ÙÙÚ`Ûp��¥±{&��ÙÚ`Û«Ñ%óô��ø 

SCEP  
SCEPa>?��+���cÙÚ`Û �  PayloadType �  com.apple.encrypted-
profile-service �D«��Ã%��ÙÙÚ`Ûp��¥±{&��ÙÚ`Û«Ñ
%óô��ø

 
CalDAVAccountDescription \�´a8�c����º»� 

CalDAVHostName \�´aJ�c�ef�)ú 

CalDAVUsername \�´aJ�c�4��aUno� 

CalDAVPassword \�´a8�c�4��¬ 

CalDAVUseSSL ã��aJ�c� +��4  SSL� 

CalDAVPort ©\a8�c����Lef��$W� 

CalDAVPrincipalURL \�´a8�c�DÂ4�ÜÝ���  URL�

 
SubCalAccountDescription \�´a8�c����º»� 

SubCalAccountHostName \�´aJ�c�ef�)ú� 

SubCalAccountUsername \�´a8�c�4��aUno 

SubCalAccountPassword \�´a8�c�4��¬� 

SubCalAccountUseSSL ã��aJ�c� +��4  SSL�

 
URL \�´aJ�c�

no \�´a8�c�8C  SCEP ef�æ*�Äø\�´�á
b��89 &b  example.org �Ìn�bd��UË,è
Ùð�  CA ����\{845'Ö������

TW ©Õa8�c�zàä  OID ©Õ(��  X.500 no�º»�
áb� /C=US/O=Apple Inc./CN=foo/1.2.5.3=bar�/CÅ�äø 
[ [ [“C”, “US”] ], [ [“O”, “Apple Inc.”] ], ..., [ [“1.2.5.3”, “bar”] ] ]

OID 8CzàäV�D�©\�¶ÙóôÂèø Cb Lb STb 
Ob OUb CNa#' /)*b�!)b? / (bÕ@bÕ@?
8b�4noc�
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SubjectAltName  
SCEP ÙÚ`Û8óD«��8��  SubjectAltName \��ój'  CA UË���
����	8óÌ��1D«?�\�´�\�´©Õ�D«��§ù5��4
�  CA�p89:éî  DNS nob URL �������Ù´àá��wßr  78Ð
0z{

 
  3 SCEP :@�ef��qàá3� 

GetCACaps 
bd	����VÙ  GetCACaps 1�\��¥¦:�4	j'�\�´väÙ´
	  CA ��9��)�UV¢�+k�¥¦:Â  CA üO  GetCACaps B�4�q�
!��q*�bd  CA �Ù�q�¥¦:=|ä  GET 3DES (  SHA-1 ��� 

APN  
APNa§¨DnocÙÚ`Û �  PayloadType �  com.apple.apn.managed �D«
��Ã%��ÙÙÚ`Ûp��¥±{&��ÙÚ`Û«Ñ%óô��ø

WÚ \�´a8�c�¿ÈÉ¬Ê� 

Keysize ©\a8�c� keysize ó8ä?8�8ó   1024 �  2048� 

Key Type \�´a8�c�³r¤õä0 RSA3� 

Key Usage ©\a8�c�zà¬Ê47�8�� 1 zàÍn� 4 z
à�¬� 5 zàÍn(�¬�j�  CAab  Windows CAcu
ÐÑ�¬�Ín�j� ��ÐÑn*�

 
DefaultsData \�aJ�c��\�êÙnÕ1 /�X� 
DefaultsDomainName \�´aJ�c���hï��   

com.apple.managedCarrier� 

apns ©ÕaJ�c��©ÕêÙÄ��©�\����\�º»
��  APN °±��Oéêóô1 /�X� 

apn \�´aJ�c��\�´D«§¨Dno� 
username \�´aJ�c��\�´D«�  APN �4�no�bd�

�����¾º»[�À��¥¦:jà=���� 

password ©ªa8�c��©ªzà�  APN �4�¬�45+,&
þ�P¼�bdÙÚ`Û�������¾º»[�À
��¥¦:jà=���� 

proxy \�´a8�c� APN yæ�  IP )ú�  URL� 

proxyPort ©\a8�c� APN yæ�$W��
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Exchange  
Exchange ÙÚ`Û �  PayloadType �  com.apple.eas.account �D«���ÙÚ`
Û:!¥¦T¸¹��  Microsoft Exchange ���Ã%��ÙÙÚ`Ûp��¥±
{&��ÙÚ`Û«Ñ%óô��ø 

VPN  
VPN ÙÚ`Û �  PayloadType �  com.apple.vpn.managed �D«��Ã%��Ù
ÙÚ`Û8�p��¥±{&� VPN ÙÚ`Û�«Ñ%óô1�

!"×b10 PPP3(0 IPSec3ôÙn�89B!�\��ôº»hn�\
���1�ó$�4%h�1�  VPNType ��

 
EmailAddress \�´aJ�c�bdÙÚ`Û��B!��¾º»[�

À��¥¦:jà=��\�´�D«����E����
)ú� 

Host \�´aJ�c�D«  Exchange ef�T,noa�  IP 
)úc� 

SSL ã��a8�c�=|ä0 YES3�D«  Exchange ef� 
+�4  SSL HIÓ«� 

UserName \�´aJ�c��\�´D«�  Exchange ���4�n
o�bd���\�´��¾º»[�À��¥¦:jà
=��\�´�

¬ \�´a8�c����¬�u°FP�¬�º»[�
�4� 

Certificate 8��Ò45hï���a�4  NSData -.@Ô�  .p12 
����cHIÓ«���� 

CertificateName \�´a8�c�D«���no�º»� 
CertificatePassword 8��Ò45  p12 �����J�¬�u°FP�¬�º

»[��4�

 
UserDefinedName \�´� VPN ���º»�:1à!¥¦T� 

OverridePrimary ã���D« +�  VPN �WË;�Ù�U�bdµ�ä
0 TRUE3��Ù���U¿:�  VPN Ë;� 

VPNType \�´�ù«ÙÚ`Û�845�8��  VPN ���¥±�
�8óÙs�89��ø0 L2TP3b0 PPTP3� 0 IPSec3�
�Özà  L2TPb PPTP (  Cisco IPSec�
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PPP 
óô/Á45  PPP 8��  VPN ÙÚ`Û� 

IPSec 
óô/Á45  IPSec 8��  VPN ÙÚ`Û�

 
AuthName \�´� VPN ��4�no�45  L2TP (  PPTP� 

AuthPassword \�´a8�c�u³  TokenCard ä0 FALSE3�M8Ì�
45  L2TP (  PPTP� 

TokenCard ã��� +�4ÚH�ab  RSA SecurIDcHI���4
5  L2TP� 

CommRemoteAddress \�´� VPN ef��  IP )ú�T,no�45  L2TP (  
PPTP� 

AuthEAPPlugins ©Õ�u³�4  RSA SecurID �MB!�!hI>?ô�µ
©ÕêÙ�����h���� êÙ�0 EAP-RSA3�\
�´�45  L2TP (  PPTP� 

AuthProtocol ©Õ�u³�4  RSA SecurID �MB!�!hI>?ô�µ
©ÕêÙ�����h���� êÙ�0 EAP3�\�
´�45  L2TP (  PPTP� 

CCPMPPE40Enabled ã����wß  CCPEnabled ô�0n�45  PPTP� 

CCPMPPE128Enabled ã����wß  CCPEnabled ô�0n�45  PPTP� 

CCPEnabled ã����4�¬���bd�1(  CCPMPPE40Enabled ä
0 TRUE3�kzà���¬ÎÖàbd�1(  
CCPMPPE128Enabled ä0 TRUE3�kzà\��¬ÎÖ�b
d	�4�¬�k�Ù��  CCP 1ä0 TRUE3�45  PPTP�

 
RemoteAddress \�´� VPN ef��  IP )ú�T,no�45  Cisco 

IPSec� 

AuthenticationMethod \�´�� 0 SharedSecret3� 0 Certificate3�45  
L2TP (  Cisco IPSec� 

XAuthName \�´� VPN ���4�no�45  Cisco IPSec� 
XAuthEnabled E©�bd  XAUTH ä  ON kä  1 àbd  XAUTH ä  OFF kä  

0�45  Cisco IPSec� 

LocalIdentifier \�´�u³  AuthenticationMethod ÷5  SharedSecret �M
:B!���4�ÕÖ�no�bd�40	FÓ«3�k
\�´JKó0 [hybrid]3Ý¶�45  Cisco IPSec� 

LocalIdentifierType \�´�u³  AuthenticationMethod ÷5  SharedSecret �M
:B!�µ� 0 KeyID3�45  L2TP (  Cisco IPSec� 

SharedSecret ©ª��  VPN ���ÈÉ¬Ê�u³  AuthenticationMethod 
÷5  SharedSecret �M:B!�45  L2TP (  Cisco IPSec�
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Wi-Fi  
Wi-Fi ÙÚ`Û �  PayloadType �  com.apple.wifi.managed �D«��µ�º»�
�  0 �  PayloadVersion ��Ã%��ÙÙÚ`Û8�p��¥±{&�ÙÚ`Û
�«Ñ%óô1�

X5  802.1X �6Î���JKj'  EAPClientConfiguration \�� 

EAPClientConfiguration 
Ã%�W�¬8�{&��89:�0 EAPClientConfiguration3¬ÊäÌ«�
��D«���6Îº»[��bdB!�®����� êÙóô1�\�� 

PayloadCertificateUUID \�´����  UUID�45��X��u³  
AuthenticationMethod ÷5  Certificate �M:B!�45  
Cisco IPSec� 

PromptForVPNPIN ã������ +jà=�  PIN�45  Cisco IPSec�

 
SSID_STR \�´���4�  Wi-Fi ���  SSID� 

HIDDEN_NETWORK ã���Ã  SSID &�¥¦��4¯°8�(�¬8�÷U
VÉ�Ö���=|>?ô��«°±��Ù��¿ ÊR
��¯°���D«©ª���	��Ì1
0 HIDDEN_NETWORK31��ã��� 

EncryptionType \�´�0 EncryptionType3�89� 0 WEP3b0 WPA3
�0 Any3�0 WPA3Xq  WPA (  WPA2�q45hnI�¬
8���S«h�����§¨D��9���°�bd	
�S«�¬8� �I��*	�23�q45�Ù�¬8
����4�0 Any3�

¬ \�´a8�c���¬�:-.��C��LP²��
�[z����Lµ����4�\õ:Cjàj'¬�

 
UserName \�´a8�c�Ãm	²cWS�4�no�+k�3�

/�:��!ñ��°±��HIÓ«��4�8ó=��
UV� 

AcceptEAPTypes E©�©Õ�óôh�  EAP 8�:C�Àø 
13 = TLS
17 = LEAP
21 = TTLS
25 = PEAP
43 = EAP-FAST
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EAP-Fast 
!  EAPClientConfiguration \��� EAP-FAST eC�4óô3��

h�1µ�T Ù×Ø�øbd  EAPFASTUsePAC ä0 FALSE3�k�:x�%&n
�3��8S)�bd  EAPFASTProvisionPAC ä0 FALSE3�k�:x�  
EAPFASTProvisionPACAnonymously� 

PayloadCertificateAnchorUUID \�´©Õa8�c�ÓÖCUÄHI�Ó«������
��¿JKéê��ÙÚ`Û�  UUID��4�18-.¥
¦O¨4� +UÄ�[�����

bdD«%�3��k��UÄa��X®c:CÏ4�Ã
m  TLSAllowTrustExceptions OCD«%�0 TRUE3� 

TLSTrustedServerNames \�´�©Õa8�c�h 9ØC�À�ef����4
no�[z�	8ó�4�°�ÉD«no�b  
wpa.*.example.com�bdef�����!�[z���/
�:CUÄ�

!?��4��  TLSTrustedCertificates ÕF�4�>?ô�
µ3�8�4���)�¶¥«�Ì«���UÄ���
��B±²��UÄ����

bdD«%�3��k��UÄa��X®c:CÏ4�Ã
m  TLSAllowTrustExceptions OCD«%�0 TRUE3� 

TLSAllowTrustExceptions ã��a8�c�hï /�hï4�û����UÄù«�
��UÄ ���CUÄ������X®�bdµ�ä
0 FALSE3¶����ÙCUÄ�kÓ«xy��wßT[�  
PayloadCertificateAnchorUUID (  TLSTrustedNames�

�3��=|� 0 TRUE3�Ãmj'%  
PayloadCertificateAnchorUUID �  TLSTrustedServerNamesah
I>?ô=|� 0 FALSE3c� 

TTLSInnerAuthentication \�´a8�c�h   TTLS eC��4���Ó«�=|
� 0 MSCHAPv23�

89�� 0 PAP3b0 CHAP3b0 MSCHAP3(
0 MSCHAPv23� 

OuterIdentity \�´a8�c��1°�  TTLSb PEAP (  EAP-FAST p´�

hhï4�©ª&a�4c����4��µ�no°:�
�!�¬àc���áb��8óC¥«ä
0 anonymous3b0 anon3�0 anon@mycompany.net3�
�8ój������ä5�*²@ó�[]Ô LÓ«4
��no�

 
EAPFASTUsePAC ã��a8�c� 
EAPFASTProvisionPAC ã��a8�c� 
EAPFASTProvisionPACAnonymously ã��a8�c�
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bd  EAPFASTUsePAC ä0 FALSE3�kÓ«ùV�  PEAP �  TTLS £�pSøef�
�Ø¿�4��É2������

bd  EAPFASTUsePAC ä0 TRUE3�k:�4�Ù�  PACabd�B!�®c��
r�!¥¦T!�  PAC ���t@ hï  PAC 'Ìa PAC provisioningc����
	���4  EAPFASTProvisionPAC�j¶bd���®�O��4  
EAPFASTProvisionPACAnonymously� EAPFASTProvisionPACAnonymously Ù���6
Dø��:Ó«ef������ó��:À�)þ5��78�

b�  VPN °±�9�/����°±�  Wi-Fi °±p´= 89ûL��«ÑX
�ó¹Û����6Î����h9ûsÙÇÈ��´=�������
0 PayloadCertificateUUID31ÉD«��ÙÚ`Û  UUID�

���éî%9»²³+�(°±z{�º»[�àá�h���° ò��j
	�µ���/�àá�Qp��Ù´�@ÇÈ��wß� Ur[j'�ÍÎ
UV�Ù´��z{�º»��wßr  21Ð0²³+�(°±3� 

  1  
<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple Inc//DTD PLIST 1.0//EN" "http://

www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

    <key>PayloadContent</key>

    <dict>

        <key>URL</key>

        <string>https://profileserver.example.com/iphone</string>

        <key>DeviceAttributes</key>

        <array>

<string>UDID</string>

<string>IMEI</string>

<string>ICCID</string>

<string>VERSION</string>

<string>PRODUCT</string>

        </array>

    <key>Challenge</key>

<string>optional challenge</string>

or

<data>base64-encoded</data>

    </dict>

 
PayloadCertificateUUID \�´�ä��ÙÚ`Û�  UUID�45��X��
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    <key>PayloadOrganization</key>

    <string>Example Inc.</string>

    <key>PayloadDisplayName</key>

    <string>Profile Service</string>

    <key>PayloadVersion</key>

    <integer>1</integer>

    <key>PayloadUUID</key>

    <string>fdb376e5-b5bb-4d8c-829e-e90865f990c9</string>

    <key>PayloadIdentifier</key>

    <string>com.example.mobileconfig.profile-service</string>

    <key>PayloadDescription</key>

    <string>Enter device into the Example Inc encrypted profile service</

string>

    <key>PayloadType</key>

<string>Profile Service</string>

</dict>

</plist>

  2  

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/

DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

    <key>UDID</key>

    <string></string>

    <key>VERSION</key>

    <string>7A182</string>

    <key>MAC_ADDRESS_EN0</key>

    <string>00:00:00:00:00:00</string>

    <key>CHALLENGE</key>

either:

    <string>String</string>

or:

    <data>"base64 encoded data"</data>

</dict>

</plist>

  3 SCEP  
<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple Inc//DTD PLIST 1.0//EN" "http://

www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

  <dict>

    <key>PayloadVersion</key>

    <integer>1</integer>

    <key>PayloadUUID</key>
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    <string>Ignored</string>

    <key>PayloadType</key>

    <string>Configuration</string>

    <key>PayloadIdentifier</key>

    <string>Ignored</string>

    <key>PayloadContent</key>

    <array>

      <dict>

        <key>PayloadContent</key>

        <dict>

          <key>URL</key>

          <string>https://scep.example.com/scep</string>

          <key>Name</key>

          <string>EnrollmentCAInstance</string>

          <key>Subject</key>

          <array>

            <array>

              <array>

                <string>O</string>

                <string>Example, Inc.</string>

              </array>

            </array>

            <array>

              <array>

                <string>CN</string>

                <string>User Device Cert</string>

              </array>

            </array>

          </array>

          <key>Challenge</key>

          <string>...</string>

          <key>Keysize</key>

          <integer>1024</integer>

          <key>Key Type</key>

          <string>RSA</string>

          <key>Key Usage</key>

          <integer>5</integer>

        </dict>

        <key>PayloadDescription</key>

        <string>Provides device encryption identity</string>

        <key>PayloadUUID</key>

        <string>fd8a6b9e-0fed-406f-9571-8ec98722b713</string>

        <key>PayloadType</key>

        <string>com.apple.security.scep</string>

        <key>PayloadDisplayName</key>

        <string>Encryption Identity</string>

        <key>PayloadVersion</key>
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        <integer>1</integer>

        <key>PayloadOrganization</key>

        <string>Example, Inc.</string>

        <key>PayloadIdentifier</key>

        <string>com.example.profileservice.scep</string>

      </dict>

    </array>

  </dict>

</plist>

  4  
<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/

DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

    <key>UDID</key>

    <string></string>

    <key>VERSION</key>

    <string>7A182</string>

    <key>MAC_ADDRESS_EN0</key>

    <string>00:00:00:00:00:00</string>

</dict>

</plist>
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  iPhone OS 

�����C�qûÒ³¹âóÒq	���(°±�

 iPhone   C# 
�àáC�:àbø�40 iPhone °±µ4¶·a Windows �c3¸¹°±
[�� 

using System;

using Com.Apple.iPCUScripting;

public class TestScript : IScript

{

private IApplication _host;

public TestScript()

{

}

public void main(IApplication inHost)

{

_host = inHost;

string msg = string.Format("# of config profiles : {0}", 

_host.ConfigurationProfiles.Count);

Console.WriteLine(msg);

IConfigurationProfile profile = _host.AddConfigurationProfile();

profile.Name = "Profile Via Script";

profile.Identifier = "com.example.configviascript";

profile.Organization = "Example Org";

profile.Description = "This is a configuration profile created via the 

new scripting feature in iPCU";

// passcode

IPasscodePayload passcodePayload = profile.AddPasscodePayload();

passcodePayload.PasscodeRequired = true;

passcodePayload.AllowSimple = true;
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// restrictions

IRestrictionsPayload restrictionsPayload = 

profile.AddRestrictionsPayload();

restrictionsPayload.AllowYouTube = false;

// wi-fi

IWiFiPayload wifiPayload = profile.AddWiFiPayload();

wifiPayload.ServiceSetIdentifier = "Example Wi-Fi";

wifiPayload.EncryptionType = WirelessEncryptionType.WPA;

wifiPayload.Password = "password";

wifiPayload = profile.AddWiFiPayload();

profile.RemoveWiFiPayload(wifiPayload);

// vpn

IVPNPayload vpnPayload = profile.AddVPNPayload();

vpnPayload.ConnectionName = "Example VPN Connection";

vpnPayload = profile.AddVPNPayload();

profile.RemoveVPNPayload(vpnPayload);

// email

IEmailPayload emailPayload = profile.AddEmailPayload();

emailPayload.AccountDescription = "Email Account 1 Via Scripting";

emailPayload = profile.AddEmailPayload();

emailPayload.AccountDescription = "Email Account 2 Via Scripting";

// exchange

IExchangePayload exchangePayload = profile.AddExchangePayload();

exchangePayload.AccountName = "ExchangePayloadAccount";

// ldap

ILDAPPayload ldapPayload = profile.AddLDAPPayload();

ldapPayload.Description = "LDAP Account 1 Via Scripting";

ldapPayload = profile.AddLDAPPayload();

ldapPayload.Description = "LDAP Account 2 Via Scripting";

// webclip

IWebClipPayload wcPayload = profile.AddWebClipPayload();

wcPayload.Label = "Web Clip 1 Via Scripting";

wcPayload = profile.AddWebClipPayload();

wcPayload.Label = "Web Clip 2 Via Scripting";

}

}



©�  C     83 

 

 iPhone   AppleScript 
�àáC�:àbø�40 iPhone °±µ4¶·a Mac OS X �c3¸¹°±
[�� 

tell application "iPhone Configuration Utility"

log (count of every configuration profile)

set theProfile to make new configuration profile with properties 

{displayed name:"Profile Via Script", profile 

identifier:"com.example.configviascript", organization:"Example Org.", 

account description:"This is a configuration profile created via 

AppleScript"}

tell theProfile

make new passcode payload with properties {passcode required:true, 

simple value allowed:true}

make new restrictions payload with properties {YouTube allowed:false}

make new WiFi payload with properties {service set identifier:"Example 

Wi-Fi", security type:WPA, password:"password"}

set theWiFiPayload to make new WiFi payload

delete theWiFiPayload

make new VPN payload with properties {connection name:"Example VPN 

Connection"}

set theVPNPayload to make new VPN payload

delete theVPNPayload

make new email payload with properties {account description:"Email 

Account 1 Via Scripting"}

make new email payload with properties {account description:"Email 

Account 2 Via Scripting"}

make new Exchange ActiveSync payload with properties {account 

name:"ExchangePayloadAccount"}

make new LDAP payload with properties {account description:"LDAP 

Account 1 Via Scripting"}

make new LDAP payload with properties {account description:"LDAP 

Account 2 Via Scripting"}

make new web clip payload with properties {label:"Web Clip Account 1 

Via Scripting"}

make new web clip payload with properties {label:"Web Clip Account 2 

Via Scripting"}

end tell

end tell
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